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Abstract

With increasingumbers obroadband connectio(®ffice for National Statistics, 2088y
consumers conducting ever more complex transactions on those conidichiotss,

Kershaw, & Walker, 2006 /200if)s imperative that users and services have accountability
through proof of identityfSummers, 1997y et some proponents argue that given the openness
of the internet it may be almost impossibkbtmolutelyprove the identity of a remote person or
servicgPrice, 2006)

Kim Cameron in his argumtdor Federated ldentity states thatsystem that does not put users in
control wdlimmediately or oved timeeject@005)which is also a view echoed by Dean

(Identity Maagemend back to the user, 2006)he aim of thehesis is to argue for a self
authentication factor that is integrated into a Federated Identity infrastructure usiofy an out

band loop to a mobile deviteis argument is then supported with anempintegroof-of-

concept prototype. The prototype and its concept are evaluated in a small usability study and an

encrypton performance experiment on a mobiaak.

The results of the usability study show that users feel more comfortab&fauthentication
using something physical that theydhand respond to than with hird party verifyg
information on their behalf. The results also stimvencryption needed fendto-end
confidentiality and integrity during thet-of-band commuication will Hect battery life to a

degree.

The thesis concludes thiditere is a sound base for -seifhentication from a user perspective

and thatfurtheruser and infrastructure studies will need to be conducted-autisetitication

before itis realised in the marketplace. It also found that implementing the prototyjmeevas
straightforward for the .Net Compact Framework on the Windows Mobile device than it was

using the JavaMe platform.
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1 Introduction

This aim of this introduction is to pees the reader witmotives behind thiproject The

project will be justified by giving a brief background into issues that currently surround online
transaction securitand that face the stakeholdémsolved in online transactions. The
Deliverables iV be presented in this chapter &g aimandalist of objectives. The final part

of the introduction provides the reader with a summary othdseslayout and adi of

assumptions which include the scope of this Thesis and its related Project.

1.1 Background and Motivation
In the eyes of the developeations the personal identity of a human being is inexorably linked

to the registration of theibirth, the name that they aregistered with angbossibly heir
nationality andknowledge of their parentArticle 7 clause 1 of the UN Convention on the
Rights of the Child states that:

OThe child shall be registered immediately after birth and shall have the

right from birth to a name, the right to acquire a nationality and, as far

as possible, the right  to know and be cared for by his or her parents. o]

(UN, 1989)

It is worth noting that the UN Human Rights Committee does not yet presshifigesieons on
all ountries because it is considered that an identity registyatiem can be ill afforded by a

nation undergoing ecomic developmer{Bzreter, 2007)

Reré Descartesyidely regarded as the father of modern gploy(Metaphysics Research Lab,

CSLI, Stanford Umersity, 2005f amously said in 1637 o0Cogito
Descarte & t heor y (2008)sudgestsngg hat i the act of a humar
thinking points to the identity of that humanhe concept of seifarrative in understanding

selfi denti ty 1 s ex pd0@wleert he uses e existénsalisawortks ot Samuel

Beckett to illustrate that:

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel0
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Oldentity is grounded and shaped by the canonical story that has so far unfolded, and whose

continuation is anticipated 0

Theidentification of self could be said to be as strongly linked-iesdily and existentialism
(Currall, Moss, & Stuart, 20@8)it is to & object oriented view of the woband that a human

being is aisgleton.

If Samuel Beckett and other philosophers are right about self identity and that it bound to this
idea of a stream of consciousness that has a past, a present and an imagihed fsitiire
greatleap of faith to say that an authentication process to a remote service should be thought of
as a stream of events that has an initiation demadd a perceived resulthd\better than
ourselves to determine what we are doing autihent time because we know where we have
been ad where we perceive we mightWéf’ch couldbs i mpl y put as ei ther

doing thatdé or OoOHey! 1 &6dm not doing thatoé.

E-commercesales byonfinancialUK businesses were estimated to hage 281% between
2005 and 200@icholas, Kershaw, & Walker, 2006 /2007 ONS also reported that 65% of
households in Great Britain had internet acg#ssthe majority being broadband connection
(Office for National Statistics, 2008)hese statistiaadicatea rapidly growing uptake by
consumers of -eommerce and an implicit growing reliance by the consumer on the

authentication strategies used-bgramerce sites.

In order for a successfulcaee online transaction to take place, proof of identity by the
authenticating party to the distribusgdtem is fundamenta@his proof of identity fulfils one of
the key security principles of accountalj@itynmers, 1997)

Identity theft isconsidered to ba growing criminal activity with UK credit agencies like
Experian reporting 66% increaseldentity FraudSavvas, 200@8nd High Street bd&s are
becominggi ncr easi ngl y atedD Rracd veetmgHussaing 2006) mp e n' s

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagell



05006077 Napier Universitg SOC10101

Giventhe issues outlined aboveswsity of online transactions has became of theprime
concerns of the financial dustry today, with the Financial Services Authority (FSA)
collaborating withJniversitieslike Napier to reduce the risks of-ceime (Buchanan, Risk
Analysis in €rime) Moreover there igrowing anecdotalevidence that theonsumer
confidence in the eerity of online transactiomaight bewaningwith more than 255,000
complaints of identity theft reported by the US Federal Tadenission in 200fDinev,

2006) Previous researdiasalreadyndicatedinks betweethe adoption of online bankiagd
auser s percept i oAldwari(2001ly anduh & BHan 2002)eececitediby vy  (
Nilsson & Adams(2005). Cameron(2005)also voices fears of loss of credibility and

acceptance.

In October 2005 the US Federal Financial Institutions Examinations Council (FFEIC) issued a
warning to financial institutions thite use of gpasswordon its own is insufficientor
authenticatiopurposegFederal Reserve System, 2005)

Identifying an authenticating party by contactidgvice that belongs to the bdéide user via
an outof-band channel as describedMy, Garfinkel and Mill§2003)might addressome of

the concerns of the FSA

1.2 Key Aim and Objectives
Thisthesis and its resultipgojecthave the following main aim:

To popose that arotheind selfithentication apptoawtiine identity proof
addresses the matters highligbted.ib secti

The thesis and projecincénen be divided intive following2 objectives:

Describe and baifdoof ofdbceptrototydthesystesimilar to the pn@posedWy,
GarfinkeandMi | | er 0 Se c u rwith MbielldéhBnég2003)beiltusingea t i o n
more up date paradigpf WAP Push and Web Services.

Soecify and buliénts in JavaMe and Windows Mobile 6 that will use the above prototyy

infrastructure to completeotharaliiuthentication loop.

A secondargoal is to find out during this project how a ciEsgion of users feel abasing

InformationCards(InfoCardswith and without oubf-band setauthentication.

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel?2
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1.3 Approach and Future Goals
This thesispresentsthe implementation and evaluation of an authentication process via an

identity provider that has an itband leg to a mobile deviceurther work wouldampare
and contrast othecompeting rabile phone technologies when applied to arofehdnd

authemicaton scenario for a web portal.

1.4 Thesis Outline
This hesis opens with adrature review which examindsniity, is management and theft; i

then reviews authentication systems m@uotbile device technologiesncluding with the main

points of interst. The third chapter is a requirement analysis, it examines the topology of the
system andome of the technologies used to implement it. Chapter four foctilsesdesign

of the system and outlines the important choices that were made during ¢he inejdifth
chapter discusses the Projectds i mplement at
were coded and how and where the encryption functionality was handled. The evaluation chapte
gives details and analysis of a small usability studgagption performance of a thparty
encryption suite in the .Net Compact Framework versus a similar algorithm with no decryption.
The Thesis is rounded off with conclusions in the final chepdeproposals for any future

work

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel3
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2 Literature Review

Introduction
This iterature review consistsfolir separate sections. The fidtoduces the topic of identity

managemenabrief history of its originend then goes on tefineidentity theft and its various
mechanismsthe secondfocuseson authenrtation by generally looking te history of
authentication processasd issues surrounding authenticatloem discussing in detail current
types of Authentication Systemsge tthird introduces issues irheé mobile computing
environmentand two of the current mobile platforméndowsMobile 6.x and JavaMe; the
fourth and final section makes some conclusansming up the researahd makessome

recommendations for the direction the project should take.

2.1 Identity Management
This section atlines a brief history of identilyanagement Authentication in the context of

this project is the proof of identity @fhuman being. It is necesgargriefly discusthe lnks

between philosophy amdentityand to consider the origins of identitgnage ment.

2.1.1 History of identity management
This section watlineshistory of personablentity inScotland which provides the hesis with

backgrounénd context relevafur its intended audience

Scottish Identity Management (General Register Office for Scotland, 2008)
Identity managemeimt Scotland began 1551/2with the Chirch wherghe Provincial Council

of the Scottish Clergy recommended that a birth and marriage register be kept. In 1574 the
General Assembly of ti@&hurch of Scotland further recommended that parishes keep a list of all

deaths as a part of the Churchds i ncome was

The Registration of Births, Marriages and Deaths Act became law in 1854 outlining that a
standardied system of registrations would be undertaken in Scotland. Compulsory registration
started on the first of January 1855.

1989 saw the beginning of replacement of paper indices by computerised records with record
beingmade available dime in 1993

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel4
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2.1.2 Identity Theft
Identity theft can characterised by the clandestine procurement of personal information by a

third party for malicious use as the US Federal Trade Commissedimes [it] . . as o0occ
when someone uses your personally identifying atform.. without your permission, to
commi t fraud (Whitmanm & Mattord, 2009)derity theft criminals will gather
enough information tonake transactions on a victieasommerceac count f or t he
profit, or the creation of additionelcommerceaccounts that only the criminal has access to
without the victird knowledgeOnce an unlawful account has been opened it can be extremely
difficult for the victim tdind out deails of the fraudulent accdurecause of the unwillingness

of ecommerce counterparty to share details of the fraudulent applications, which in turn makes
it difficult to repudiate ownership of that accd&ntrnell, 2007)

Mechanisms of Identity Theft
Identity theft can take place via variouschanismsthis section describes some of the

mechanisms.

Dumpster Surfingisalowtech method described by Eisensf2@d®7)s the physical theft of

identity information by rooting through rubbish or stealing physical documents

Shoulder Surfingis characterised Philpott, 20063s the lowest tech method of stealing

identity by lookingoversomen e s s houl der to gl eafide vit al T
authenticator knows like a pin number or password

Clandestinely installed client malwaravill typically be installed using social engineering on the
target i dentity 0 sthelsersiith freessoftvarenoemg@adnyalee&nt i ci ng
Majoras, 2007)The malware will then gain identity information whilst on the host machine and
send it back to the identity thief.

Spywareis defined byarkentin, Luo &emplé¢onin their spyware assessment framework as

0 a cside seftware component that monitors the use of client activity and sends the collected
data t o a r(2o0B}xhates either mstalled endthe clienthiae with or without the

uses knowledgd?ayton(2006)lso agrees that all spyware is not malware and is more
commercially motivated. For these reasons this project will use the term Malware to represent
autonomos malicious spyware that is used to steal identity for malicious pufplosetlist

of these autonomous malware categ@®mgon, 20063 given below to aid in giving the reader

some context.

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel5
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1 Application Monitoring Tools are used to glean identity information from email and
instant messaging programs.

1 Packet Snifferswill monitornetwork traffic from the host searching for identity
information such as Bank Account and Credit Card numbersonoissamd pin
numbers.

1 Keyloggersdetect he user ds keyboard input at kerr
Phishing is the most common type of so@nbineering atta¢éonzales & Majoras,
2007)and can be defined as the praaticsending a spoof communication to an identity
target that purports to be from a bditkee ecommerce institution. The communication
will ask the targeted user to provide identity information as part of a verification process
that the ecommerce orgasation is undertaking.

0 Pretext exploit§€Gonzales & Majoras, 20@rgwhere the identity thief contacts
theecommer ce institution with the targe
in order to elicit more identity infortian.

o Phone phishingr Voi ce Over I(GonzBlési&Majorag, 260Y)i s h i
is a relatively recent development whgehtelephone callss a carrier for the
spoof communication

o Email phishings the practice of using emails as the carrier for spoof verification
messages.

Web-Spoofing & DNS poisoning is defined by Mev(2006)as the practice of creating a hoax

web site that closely mimics the real sigtt@act personal informatiddNS poisoning can be
described as the hijacking of t hesothaitwglet us
point the target ehtity towards a spoof web site instead of the real site the target wanted to visit.
User selfcompromisedescribes the process déayetidentitywho disseminatédentity

information freely. The user mightmightnot be aware of the issues surroundiegtity theft

and if in the publieye may hamno securitthroughobscurity chize(Leyden, 2001).

1 Social NetworkingBlog sitesare highlighted as a danger by Choo & Smith (2007). The
postingpersmal information on a sit®uld be used in a context aware pretext or
phishing attack or even to construct the identity for use apédiméng of a bogus e
commerce account.
It is important to note that identity theft can occur by a variety of mechanisms and there are
numerous mechanism@ne of the main points made by Gonzales and M&Rf}@sg)in their
Strategic plan is that a single common identifier like a Social Security should not be used fo
identification one may ask though, how is a user to repudiate false accounts as described i

F u r n(@d07)cassstudy if there is no universal identifeelsocial security number could be

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel6
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argued to be &etter identifier than most as @&ernments may well be perceived to be

enthusiastic for their citizens to pay tax.

2.2 Online authentication processes
An authenticatioprocess in the context of thieesiscan be defined as a remote user providing

information to a remote servigia a digital networlo gain access to a remote resoufde
authenticatioprocess can be broken into two mechan(blisson, Adams, & Herd, 200B6g
identification ofana ut hent i cat ed sessi 0n saenttythistpmjecy er i f
focuses on the verif Informationomproa (RSAt Seety) thetis r 0 s
used to val i daoftemc al luasetr den td iokdaatuit drg nft aslkkasad ri o n
generally agreed that authentication factors fall into 3 cat€gonmesers, 199@nd (Federal

Reserve System, 2005)

1. Possession: a proof that the user possesses a unique object at the time authenticatio
takes placé.g.a cardtoken or device.

2. Knowledge: the system challenges the user for a specific piecelefige that only

they will know in the given contextg. a password or passphrase

3. State of Being: something the user is or does at the time of authenfcgtion.

Biometrics: Fingerprint, Iris Scan, Keystroke pattern

It is possible to define a fueth2 categories although it could be argued that these are

encompassed by thé Gtegory.

4. Location: the user is at the expected location at the time of authentsation
demonstrated when they physically present themselves at the airport Thisck true

whenever it is required to produce photographic identity proof.

5. Stateb as e d: the userod6s aut hent ilfedantity raofisat t er
l inked to a stream of consciousness intr
expected by themselves or even by another e.g. the Check In clerk at an Airport waiting
for a passport to be produced; this introduces the concept of awaiting authentication as a

state of being is therefore stassed.
Generally speaking the more factoesluis the authentication process, the stronger the security.

Two of the fundamental problems as we shall see are the digitisation of information and the

inability of Internet .protocols to verify a

A. J. Wagstaffé BEng (Hons) Computer Networks & Distributed Systems Pagel7
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Single-factor authentication
Singlefactorauthentication is the process of using one type of authentication proof to validate a

u s e rertity. Beahuse of easy implementatiosername and passwandl or passphrakas
until recently been widely used for Internet Banking-aacheerce but isow not sufficient

(Federal Reserve System, 2808&)o phishing, pharming and malware.

There seems to be a consensus of opinion thatfsicigleauthentication is a thing of the past
(InformationAge, 2006dnd(Computer Fraud & Security, 2003)

Multi factor authentication
Multi-factor authentication is the process of using more than one type of authemtetatbon

to validat e aMultufacer gutenticatidneia thoughy to more difficult to
compromis€Beaumier, 2006)

2.2.1 Authentication systems

Password / Passphrase / Memorable date
This knowledge based authentication method is still the most prevalent form of authentication

today and is used in almost all sifagitor authentication systearsl as a preliminary stage for

a multifactor authentication system.

The user is prompted to enter a username which is used to identify a validesysieisiso
prompted to enter a password whichntiendedt o pr ove t helnteemsoofés i ¢
evaluationt hr e a't of mal ware sitting quietly on
passphrasé&reiner, 2008)as caused théS FFIEC to issue guidelin@05)to its members

to consider additional authentication methods. The Home Office has stai@ictiwas,
Kershaw, & Walker, 2006 /20GWEe largest type of card fraud between 2005 and 2006 came
from non facdo-face transactions over the phone or the intatnstunclear whaiercentage

relates to details being obtained by malware but the 16% incretise auense of a year could
belinkedto the development of new types of malware identified by G2ddé&)and Kabay

(2005)

Digital Certificates / Public Key Infrastructure (PKI)
Digital Certificates can lokassified apossession basedtlzentication factor categoryVith

reference to the mechanisnuysar provides their Digital Certificate to the service as proof they
are thevalidusebi gi t al certificates use 9idehtityiustngand
a digital signature. The most commolution(Summers, 1997 for a usero registetheir

public keywith a trusted Certificate Authority (CA), which then distributes the public keys on the

userodos behal f .
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Usi ng PKI and the issuance of Digital Certi
idea but there are many reasons why its ado
IT community hoped it wouldEllison and Schnei€2000)come up with 1@ompellingisks of

PKI f who do we trust, and fartwbat mo r e i How did theaQAtidenyify the certificate
holdér. Backhouse, Hsu, Tseng and Bapf{g@05)argue that failure of the public key
infrastructure to achieve widespread adoption by users and services lies in the users uncertainty

the quality of the authentication proof.

Biometrics
Harris & Yen(2002)quote Ashbournng ref,2 0 0 0) in defining biome

physiological and/or behavioural trait that can be captured and subsequently compared with
anot her instance at t hiescanh bendescribed asviegerprifits, pabm i ©
prints, retina scans key stroke and voice pattirrisvaluationof bio-metricsHarris and Yen

argue that momeutn behind biometric authentication systamastheechnological lead the US

has in biometric systs will outweigh the obstacles of social acceptability and inclusivity of
those systems highlighted by Braz and Robert .(28@6previously highlighted singletda
authentication systems have their ciaicsit would seem highly inadvisable to melg single

factor system based on biometrics as those characteristics cannot be as easiycehtdrajed

data is compromised

Tokens / Smart cards
Financi al Il nstitutions ha?9®ken (seeFigured) toptreeis t i s

employees who issue bank to bank cash movements; Bank of Scotland is now issuing thes
tokens to their internet banking customers. Tokens or smart cards are an examplen@ a one
passwordBailey, Vongsathorn, Kapadia, Masone, & Smith, 200&yaluation terni3aileyet

al point out secure tokens and smart cards protect against a lost password but do not protect

against a fully hijacked session.
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Figure 1: RSA SecurlD® USB Dongle (RSA SecurlD, 2008)

SecurlD®

RSA SecurlD SID8co

Pre-shared Keys
A preshared key isne ofthe oldest formof encrypted communication and has certainly been

around since the Roman EmpijvEhitman & Mattord, 2009) A key is generated and is kept
secret between parties this key is then used to encrypt communications between those parties.
recent history key generators have been used with encryption algorithms like DES, 3DES anc
most recenthAES. On examination thBES 56 bit key encryption has now been proven to be
unsafg Whitman & Mattord, 2009Whitman & Mattord tell us thAES 256 bit key encryption
isthedefacto standamf the US Federal GovernmentRBE). In a distributed systemesshaed

keys suffer from one fundamental problem, that of how to exchange the key through a secured

channel.

Trusted ldentity Provider
Cameron & Jond€ameron, The Laws of Identity, 20@&)ine their vision of an interneide

identtymeta y st em based on trusted identity provi
the Il dentity Met asyst e msysteninFRigutezessentiallyebdrrows T h e
its architecture from KerbergBuchanan, Enhanced Software Security, 20@fe a relying

party &n eccommerce institution in the scope oistreport) trusts the identity of the
authenticating user because the user has been graateéss token by an Iderityvider the

user is registered withappel(2006)describes the Identity metasystemsystem of systems
focused on Il dentity. He further points ou

cooperation [and] ... No single organisatio
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Figure 2: Managed Cards

Managed cards (Buchanan, n.d.)

@ Client wants to access a resource

@Token rel&ased to RP

®Return security token based
on RP's requirements

@RP provifles
identity requirgéments

NS
Identity Provider (IP) Ny
Relying Party (RP)

Microsoft las implemented their cliedentity selectounder the name WindewCardSpace
(formerly known as InfaEd)that uses cards known as InfoCaiize OpenlD foundation has

also implemented a similar federated identitysystiam with OpenlID cards, th€orporate

Board Members represent Google, IBM, Microsoft, VeriSign and.Yiahibe! OpenIDmodel

a DiffieHellman key exchange takes place between the Relyirapmé ey Identity Provider.

On assessmetite Trusted Identity Provid€FIP) system hamsany strengthslt conforms to

all of C a me rseverdlawsf identityforemost of whictbypr ot ect i ng a wuser d
informationwhich isheld securely byé Identity provider.Mi c r o Gamd$acé&hswever

does not prevent hijacking of assen via inadvertent access granting and impersonation
(Rowley, 2007) In an email from CamerofCameron, Error in Blog, 2008)mself
acknowledges that impersonation access could take plaqauiflith keyair/password backed

card is backed up and the backup falls into the wrong pmedshe UK Gover nment ¢
propensity to lose unencrypteddatad t heir own acknowl edgemen
this is significant weaknébkutt, 2008) If the card is backed by a htwken like RSA SecurlD

it seems to be a much safer system. Cameron also points out another potential issue where use

purposely give their cards away to masquerading parties who thengairadifyresstrictions
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based on the wuserodos identity and not their

allowed to buy alcohol ovéetweb based on thes eaged s

Out-of-band authentication gives users something that they have not had efaieility to

see how many bogus authentication attempts are being made to their online resources.

Il n Ki m Ca mganerm ErroremBiog, POO® highlightshat users may purposely

give away their managed cards to aid illegitimate users in their procurement of restricted goods
and services. An eaf-band selauthentication mechanism might add a degree of hardship to
the user who has divulged their manageds to a wide audience as their mobile device and

their time will be taken up with authenticating these attempts.

2.3 Mobile device technologies
Mobile devices in the context of this project shall be considered to be handheld devices that hav

Short Messadeervice (SMS) and Internet connectivity capability via titer @glbne network.
This sectiowill discuss the types of mobile neksa@and connectivity availaldedtwo of the

client device platforma the market today, JavaMe and Windows Mabile 6

2.3.1 Mobile cellular networks
Brief History in terms of Generations
Mobile transmission technologies are often and widely described in terms of their generationa

acronym; from first generation (1G) through to the third and current generation (3G).

1Ganaloguetransmissionwas first introducethe 1980s and was primarily intended for voice
telephonyB'Far, 2005y the start of the 1990s 2G digital transmission had broken on to the
mobile telephony scene and accounted for thedeplyments of voice and data services in
Europe andhe United Statg®'Far, 2005) The categorisation 2G actually includes but is not
limited to the following three technologiesTohe Division Multiple Acces$IMA), Global
System for Mobil€5SM) andCode Division Multiple AccesSIIMA).

The 2.5G labelis applied to transition technologies that are essentially extensions to the 2G
transmission carriers that enable faster data transfer an example is General Packet Radio Servi
(GPRS) that allows a data transfer rate of up to 100Kbps.

Europe seems to va settled otuniversal Mobile Telecommunications Syst¥vhr§ based
on W.CDMA as the3G transmissiontechnology; however the United States has the more
fractured choice between WCDMA, -UDMA and CDMAZ2000.
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Devices available for purchase in the Europigginskreet today will either come enabled with
both GPRS andUMTSor with just UMTS.

2.3.2 Internet Connectivity

WAP
Wireless Access Protocol (WAEQording tdB 6 H2005) Gavalas and Econom@g007)s the

single most pervasive framework used for building most mobile applications available today.
WAP was originally founded by Nokia, EricsStmiprolaand Unwired Planet in 1997

(Orange) The WAPL.0stack was designed with low bandwidth mobile connections in mind and
supports its own Wirelelsarkup Language (WML is independent of the underlying Mobile
network technology.nitially designed to be as pervasive for mobile applications as HTTP has
been for the We(B'Far, 2003)VAP mirrors the clierserver architecture of browser anceh
server.The initial success of WAP 1.0 wesred by its inability to meet expectations but with
the advent of WAP 2.0 it seems to have overcome its &ffidé3protocols(Figurel7 &

Figurel9in Appendix G aredesignedio operate over a variety of different bearer services,
including SMS, circtstvitched data and pacBata(mrindya) WAP @n be useful technology
whencombined withite Push Access Protocol (PAP) whichbls actions to be pushed to the

Figure 3: Wireless Web technology landscape (Gavalas & Economou, 2007)

The Technology Landscape of the Wired and Wireless Internet (Gavalas & Economou, 2007)

Wired Internet Wireless Internet
Java, Javascript, JSP Servlets, PHP DZ?';L:;::.‘;“Ht J2Me, WMLScript, JSP Servlets, PHP
HTML, XHTML, XML/XSL Presentation WML, XHTML, cHTML, XML
HTTP Access Protocol r&im‘;;_m":’;g
Internet Explorer, Netscape, Firefox Browsers Opeg";;faz'l“ﬁ‘e‘gz?;rser
Windows, Unix, Linux, Mac OS Operating Systems Windows CE, Palm OS, Symbian OS
Internet (TCP/IP networks) Networks Bluetooth, WiFi, GSM, GPRS, UMTS
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mobile device

NTT DoCoMobd sMode
i-Mode is a closed and proprietary system thdawashed in 1999 as a direct competitor to

WAP, theiMo d e ¢ a ti-Blodaced@underdthe control of NTT B©oMo (Roxburgh,
2006) Unlike WAPwhich uses a variety of bearekéode uses a Personal Digital Cellular
Paket (PDCP) ... over the existing ... network usedde traffiqLakhani, 2001)-Mode
also uses its ownanikup Language ofld TML which is a superset HTML and is only

available toMode compliant phones.

In evalating the wireless welya v al as a n d (20873 oharaaternistiosd fer wider

adoption and growth of wireless technologies are defined as follows:

1.) Ubiquity and convenience: Mobile devices satisfy the needfione communication

with no time and place constraints

2.) Positioning: using technologies like Global Positioning System (GPS) users may receive
and access information and services specific to their location (reference to Varshney,
2003).

3.) Personalisatiorhandheld devices are typically operated by a s single user, thereby
enabling the provision of personalised services by wireless web portals (references to Hc
& Kwok, 2003; Varshney et al, 2004, Mahatanakoon, Wen and Lim, 2006)

2.3.3 Windows Mobile 6.1
Microsoftentered the mobile telephony market with Mict&woirt Phone 20@B'Far, 2005)

Microsoft Smart Phone and Pocket PC products were merged into the Windows Mobile
platform for the releas# Windows Mobile 2003. Currentlyndbws Mobile has 140 devices in
the marketplace on over through 125 mobile operatorswidd{Microsoft, 2007) Microsoft

provideghe following descriptioof Windows Mobile

fiwindows Mobile is a platform for mobile devices based on Windows
Emb e d d e d(McrRsoft, 2008)

Windows Mobile supports development on the .Net Compact Framework. slipalsds the

running of a Java Micro Edition Connected, Limited Device Configwigtiah machine.
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.Net Compact Framework
Microsoft describes the .Net Compact Frameweskribed irFigure4 as:fa subset of the

.NET Framework ... [containing] features exclusively designed for the .NET Compact

Framework. 0 (Microsoft, 2008)

Figure 4: .Net Compact Framework (Microsoft, 2008)

E/ Visual Studio

Framework

Class Libraries

C L

Type-safe runtime
for managed code

Windows CE )

specific to the
operating system

Low-level functionality

2.3.4 Java Micro Edition (JavaMe)
JavaMe is a platform developed by SUNrddystems andias formerly known a¥Me

JavaMe in the context of this project refers to JavaMe Connected, Limited Device Configuration
(CLDC). CLDCas highlighted iRigure5 has been developed for desitieat have a raimg

memory between 32 and 51R &nd runs on the Kirtual MachineVM) (B'Far, 2005) Sun

tell us that the JavaMe technology is based on three e(&ueri¥scrosystems, 2008)

1. aconfiguration provides the most basic set of libraries and virtual machine capabilities for

a broad range of devices
2. aprofile is a set of APIs that support a narrower range of devices, and

3. an optional package is a set of technapgyific APIs.
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Figure 5: JavaMe stack (B'Far, 2005)

JavaMe Stack (CLDC/CDC and MIDP) (B'Far, 2005)
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The following statement from Gavalas and Economou which serves equally well for the .Net
Compact Framework as it does for JavaMe, suggests that mobdemleations designed for

a specific task suit the context of a mobile environment much better than a generic browser, this
devel opment strategy has been borne out by

application:

fiJ2Me provides a vehicle for creating complex application s with a
higher degree of interactivity compared to their (browser based) WAP

or i-Mode counterparts. Independence ... from the underlying
transport protocol is expected to lead to a synergy of the J 2Me and

WAP/i-Mo d e wo (QGavhE& Economou, 2007)

The vital element of this project is that the user is part of the authentication process. It will be
necessary to justify saifthentication and in doing so there is edn® reexamine the

philosophical issues and practical issues.
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2.4 Conclusions
The intentions of this thesis and its related projetd arglement a Secure Token Service and

an arbitrary weportal that requires tokens from this service via a MicrosofSgarddentity
Selectoclient. It is hoped that thpgototype systemwill frame of referenceithin whichthe
online security ecomunitymayre-visualise authentication systems and refocus on some of the

fundamental questions thealate to identity proof.

2.4.1 The Identity Theft problem
It has been seen in this literature review that identity theft is a serious and increasing problem

opportunities for and reward via theft by criminals are increasing whilst the risk of being caught

is decreasing because of distributed technologies.

2.4.2 The March toward Managed Cards
It has become all too appatreluring the research for thiedatue reviev that Managed Cards

and trusted IdentityrBviders are a creditdelution to the failure ddigital Certificates. It has
also become abundantly clear that large organisations like Microsoft, IBM and Google are
pushing towards the accountability of usedsservices in the intetrvia these Managedr@s

and tusted Identity Providers.

Questions still need to be asked specifically of the relationships between the Relying Parties ar
the Identity Providers and of the credibility of these Providersrbtite eyes of the Relying
Parties and irhe eyes of the trusting Use@penID themselves recognise these issues and state

on their website:

AfYou get to choose the Openl D Provider t hat best

and most importantly t hat vy o u(OpenlD Bounuation, 2008)

Much of this debate is out of the scope of this project, however the usawhseliication via

an outof-band loop might help users select and tresitity Providers.

2.4.3 Mobile Technologies
Activating a mobile client program using an SMS messagevesfal technique for distributed

systems that have a mobile element. The mobile component is by its nature is resource starve
and cannot always bennected to the system and for this reason the SMapvadpability is

so powerful.
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3 Requirements Analysis

3.1 Introduction
This Chaptehas two maimpoints ofanalysis whiclere derived frorigure6 that shows how

Wu, Garfinkel & Mille @2003)yroposedd Secur e Web Aut hermsystenafast i on

into the managed card infrastructure.
1. Characteristics of Windows Cgrdceandthe Identity metystem

2. Simple Message Service Centres.

Figure 6: Out-of-band selfauthentication as part of Identity Provision

Out-of-band self-authentication as
part of Identity provision

@ Client wants to access a resource

@Token reléased to RP

®Ask user to verify attemp ®Return security token based

on RP's requirements

@RP provifles
identity requirgments

Identity Provider (IP) <
Relying Party (RP)
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The identity metasystem is a distributed sy&Ehiappell2006)that facilitates Identity proof
through the exchange of security tokens and each token represents information about a digita
identity. Trusted Identity Provide($IPs)and the clients that use thame at the heart of this
metasystem and illtetie the ClierBerver paradigm, the TIPs can be installed on any platform

using any type of Security TokénfoCards can besedfor authentication té@Vindows Live.

3.2 ldentity metasystem components
The ldentity metasystem comprises of three main components

A Relying Partyis a remte service that requires accountability for users and services that access
it. In the context of thishiesisthe relying partis a stadard web server running in II'® on a

Windows Server 2088t implements the followinggrerements ligiChappell, 2006)
1 Accepts security tokens.
1 Defines its Security Policy.

 Makes its certificate available.

The Identity Providersatisfieshe followingour requirement@Chappell, 2006)

1 Create Information CardénfoCards)that are compatible with the Microsiéfined

card format, and provide a delivery mechanism for these cards.

1 Implement a Security Token Service (STS) as defined in-fhrestV§pecification that

can issue tokens any format.

1 Define a Security Policy using-B&8urity Policy, and allow access to this policy using
WSMetaDataExchange.
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1 Indicate how the policy requests that security tokens be authentiddtexdt are

currently four supported options:
0 Username password
0 Keberos Tickets
0 X.509 v3 certificates
0 SAML security tokens created by aisslfed identity provider

CardSpaceClient Identity Selector The Windows CardSpace selector is a client application
that is bundled with Microsoft Vista and is availabléindows XP as update. It allows users to
choose I nfoCards that are signed by Il dent.i

requirements.

Vittorio (An Identity Provider and its STS: writing a custom STS wi@cthber Beta of the
Geneva Framework, 20@8borates on these three main elements to come up with a total of six

components in his article.

3.3 Identity Provider Components
The Secure Token 8rver (STS) in this hesis is aerver running &/CF Web Service

application in 1IS7.Q It receives security token requests from the CardSpace selector, and
checks the identity of the carciagt the registered user store, the Security TokéreSken

grants &ecurity Assertion Madp LanguageS@AML) token back to the CardSpace client.

Ideally an Identity provider should haveatiributes storefor users this coulde an Active
Directory which is thegueried by the Secure Tokgervice and on successful validation, the
service returns a sectoken back to the CardSpace client.
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3.4 Simple Message Service Centre (SMSC)
Looking again dtigure6 and taking in to accouligure?, an outof-band loop can be added to

the Identity metasystem by toef the Secure Token Servite send an authentication
verification requesttothes er 6 s mobi l e client via an SMSC.
t he mar ket , it i s important to select one t
Upon conducting research Esendean SMSC based in the WiKichwa s f o Uhmedode i a
Projet website&€# c8dmplie made a v (@Q004)thad dceessds n Bi
E s e nsdAPlwiéa a Web Service.

Figure 7: Out-of-band loop in focus

Out-of-band loop /‘\
g

Identity Provider (IP)

>

WAP Gateway
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3.5 Communication Protocols
Web Service protocols are discussed in Appendix E

A custom encryption solutidor OTA communication based on Authenticating the message
and sende(Buchanan, 2007 needed to ensure the Confidentiality, Integrity and Assurance
(CIA) of the authentication authorisation transactions that are communicated wirelessly betweer
the Federated Identity Infrastructure and the Mobile Glidifits custom solution is an exdenp

of endto-end security as the encryption takes place in the Application Layer of the OSI Model.

3.6 .Net 3.5x Windows Communication Foundation (WCF)
Windows Communication Foundation is a seorieated framework designed for distributed

computing solutio that uses the .Net Common Language Runtime (CLR). WCF uses the
abstract concept of endpoints which allows services to expose use a variety of different transpor

mechanisms including but not restricted to:
1 NetTcpBinding SOAPmessagassing TCP
1 BasicHttpBinding Basic SOAP transport based on-MB&sic Profile

1 WSHittpBinding Secure SOAP transport basedd&* protocolsand in particular to
this Thesis it is noted that it supports-8ésurity 1.1 and \WISust(Microsoft, 2007)

1 WebHttpBinding A RESTful way accessing resources using HTTP GET and POST

methods.

3.7 Windows Mobile 6

3.7.1 Development Tools
Visual Studio 2008 is the Integrated Development Environment advocated by Microsoft to

program Windows Mobile 6 .Net Compact Frameworkcapphs. It comes packaged with
two emulators that aid development of mobile applications without having a physical device to
hand:

1. a Device Emulator which enables testing and debugging of applications that run on the

mobile device

2. a Cellular Emulator wdh emulates a GPRS / 3G cellular network and the services that

are provided by mobile phone operators.
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3.7.2 Application Programmers Interface (API)
Figure20 in Appendix Dshows an overview of the Windows Mobile SDK described as a

functionality Map.There are two styles of development on the Windows Mobile platform using

either unmanaged or maedgode.

Unmanaged code is programmed using Visual C++ with the API reference it allows developers
to communicate directly with the hardware of the mobile device. A Developer may choose this
development approach if they need the application to run camckiypot take up many
resources, however development using this environmenitisz/iaband can easily cause device

crashes through memory errors.

Managed code is programmed using either Visual Basic or Visual C# and is easier to prograr
with as it opates in the Common Language Runtime (CLR) of the device which handles

memory using a garbage collector. 't i s wo
accessed using managed code. A design decision was taken given lack of exjperience w

unmanaged code and Visual Basic to implement everything in C#.

Application activation by SMS
Receiving WAP Push Binary messages are only accessible using unmanaged code, but it

possible to open up an application by checking ordinary SMS messagesdoiTlee latter

approach to application O6wake upd was chose

Encryption
The Windows Mobile platform offers both symmetric and asymmetric encryption through the

CryptoAPI, the symmetric Algorithms Trable 1. Windows Mobile Symmetric Encryption
(Microsoft, 2008) The current version of Windows Mobile does not support AES symmetric
encryption which is the encryption algorithm recommended to protect USaIN&#gonty
SystemgThe Committee on National Security Systems,. 2@80@)ther third party API called
Bouncy Castle is available for C# this API is alstalaleafor JavaMe CLDC. BouGagtle

offers the following support:
1 AES 256it Encryption
1 SHA 256 bit Hashing

1 RSA 1024 bit Public private key encryptions
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1 Choosing Boun&astle as a Cryptographic Service Provider lends the Thesis more
security focused credibility with an AES 256 bit encryption and will enable a proper

comparisorbetween the two Mobile Client platforms.

Table 1. Windows Mobile Symmetric Encryption (Microsoft, 2008)

Supported strearrbased encryption algorithms Supported cipher encryption algorithms
RC2 DES
RC4 3DES

User Interface
Development of a .Net Compact Framework application for a Windows Mobile device is similar

to the development of a Windows application using the inbuilt designer ilsMidigal The
main application is started when the initial form loads, subsequentdorbe instantiated from

within the original parent form and run as child forms.

Replying to the Identity Provider
Referencing the Phone Authorisation web service is a case of adding a Web Reference to th

Visual Studio project and specifying the ilocah o f the web servicebo
document (WSDL).

Deployment
The Windows Mobile 6 SDK can be deployed to either an emulator or a device attached to the

machine.

3.8 JavaMe

3.8.1 Development Tools
Applicdions for the JavaMe platform anere diparate ad arevery much deviceanufacture

led with manufacturers providing emulator and connedatiols based onuSn 6 s Wi r el es s
Devicenrmanuf acturer ds hailcso IghBGs atdo jdegempmentwas t hi
governed by having accégssa SomEricsson K810i Mobile phone. Sdfrycsson have a
development portal calledeveloper Wotléit has all of the tools necessary to develop
applications for the JavaMe platform for Semgsson phonesThe SomEricsson toolkit
inclucesNetBeaswith the Soriericsson MIDP CLDC profiles piastalled.

The portal also has a number of vided text based tutorials to helpwlopers gain an

understanding of how to develop for the JavaMe platform foiE8icagon devices.
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3.8.2 API

Application Activation by SMS
Applications can be activated by a WAP Push binary m@&age 2005) These are very

|l i mited in | ength and typically open wup th
browser to the URL which iomained within the body of the Push Message. A custom
application can be easily configureNetBeas to listen on a port number. When the binary
message is sent with its port number, the application is activated. It is important to note that the
Listtkni ng port handler is part of the devices
of JavaMe.

Encryption
As previously discussed in section 3.7.2, JavaMe applications upardyt®Rl called Bouncy

Castle, which has all the encryptioniprdve r s and al gori t hms to I mp

User Interface
NetBeas uses a Visual Midlet Designer which has a concept of application flow which links the

forms needed to run the application together.

Replying to the Identity Provider
LikeVi s ual Studi o, a web service is set up us

WSDL document.

Deployment
Sony Ericsson have their own deployment application to the Mobile Device, unfortunately |

encountered errors using this applicationveasl only able to transfer the JAD and JAR files

manually using a file explorer.
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3.9 Conclusion
WCF provides enough functionality to implement the Federated Identity Management

Infrastructure The following elements and their functionality have reaéised through the

conducted analysis:
WCF Secure Token Server that will

Accept Token Requestderify Registration of a Useéend Authorisation Requests to an
Authorisation Service and await respon&esept Authorisation Responses and Give out

Tokers accordingly.
An Authorisation Service that

Accepts authorisation attempt request from an Sargls an applicationtisating SMS to a
Mobile ClientCan provide encrypteattempt data to a Mobile ClieRteceives authorisation

attempt responses fromMobile ClientSends authorisation responses back to an STS.
A Mobile Client that will:

Receive incoming SMS from an ST&nd activate an application to proatsmpt receipts
and responseBgtch attempt datadm an Identity Provider servBecryptattempt dateSend a
response back to the STS.
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4 Design

4.1 Introduction

This chapterdeals with thehase of the project in whidecisions and compromises had to be
made in order to realise the project objectives as fully as possible and within therexestichg
cost constraints. It was necessary tosghan appropriate architectsoethatthe hardware and
software componentgould be linked together at the implementation stage balancing
performance, availability and cost amongst other consideratoagrAonsideration was the

time available to put the design into effect and verify that it was in fact performing as planned.

Proving digital identity across a distributed system can be séevialaiallenge set against a
constantly evolving humamda technological backdrop. Thoughtful desgyrihe key to
developing sets @Bronze Bultethat addressemote Identity Thefa sBulléiproof security does
not exisb (Sequeira, 2003) One of the desiredutcome of this thess is thedesign and
implementation o& selfauthenticatiosolution that addsonsiderableomplexity to th@rocess

of Identity Masqueradingithout impacting too much on tipeocess of Athentication by the
User. Designing in safithenticatioras highlighted by Ded2006)might be one of these
oBronze Bultets

To create the infrastructure described in Chapteb&omes apparetooking atthe two
network topologies iRigure6 andFigure7 that a great deal of this project involves design and
implementation of the authentication infrastructure, even thougmplementation of the
project isfocused on the two client technologies of the .Net Compact Framework and JavaMe
CLDC.

4.2 High-level Abstraction
Analysis ofFigure 6 and Figure7 and earlier analysis hav®vwa that the system has a

distributedClientServer architecture and gives ris¢éhéo conceptual design for the system
Figure8. The Security Token Servex accessedsimg WCF Web Serviceksm a Windows
CardSpee Identity Selector on the mmbile client. The Authorisation Service is accessed

using WCF Web Services from a custom application based on the mobile client and from the
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Secure Token Service. It will beessary to secure the communication between the mobile
client and théAuthorisation Service as this is d@herair OTA and could be listened in upon
both at theSimple Message Serviantre and at the Mobile Operator.

Figure 8: Identity Provider Abstraction

High-level abstraction

/" Identity Provider T

Request Verification

Release Tgken equals true

Is User Reqgistered?

(Authorisation Service

Deferred-asynchronous PAP / Request Verification
Attempts Attempt Manager SMS
Store Manager

(XML)

L Mobile Client

Verification Response

Authenticating User using
Windows CardSpace Identity Selector

4.3 Persona/ Storyboard
Personas and Storyboards can be a useful part of the design proce¢Bdmeipmgrurner, &

Turner, 2005)esigners focus on the stakeholders in the proposed skiseerfollowing
narrativeillustrates how it is envisaged that the proposed system would operate-life a real
situation. It is based on an imaginary person, Arthur.

Arthur is retired and in his late sixties, he has a number of cnbnemerce and bank
accounts and regularly makes transactions from his home computer over the Adtteongh
Arthur is nortechnical, he is cautious about internet security and has installadgs/Suftware

and a Softwareifewallon his computeboth of whichwereproduced by a reputable company
and werdought directly from their site. Arthur always tries to keep his operating sytstem up

date and Arthurds home computer accesses
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Recently Arthur has created an lrfaCdigital identity because, after reading several articles
about identity theft, he was worried about the security of passwords. Arthur registered his digital
identity in person at the office of an agent of a reputable Id&ntitgerwhose operatiorend
procedures are reguladgsessed for their quality and efficienay t hur 6 s 1 dent i
allows Arthur to seliuthenticate using his Mobile Phone because whilst in their office the agent
installed a secure application upon it. Whenever Arthur goes to log on to hiscontimeree

or bank accounts with his Infaf@l, his Mobile Phone starts an application asking him whether
he wants to verify the access attenfph one occasioArthur was not accessing any of his
accounts and his Mobile Phone registered an unauthorised access attempt that h® was able

report drectly back to the Identityd¥ider using his Mobile Phone.

4.4 Design Considerations
As this system isRroof of Concept Btotype and not a commercial system, many assumptions

and tradeoffs were made before arrival at the final design decision.

4.4.1 Assumptions

Infrastructure
It is assumed that this system does not hide failure abatestthe Tanenbaum & Van Steen

(2007)Distributed Systemiransparency modeDue to limited resources, the system does not

implement rplication and redundancy.

Server Security during development, testing and demonstration was minimal as this was not
focus of theimplementedrojectd It was therefore assumed that no malicious attacks would

take place on the Identity Provider and g#s@ated registered user/services store.

Mobile Client
Falseauthorisatiorf an authenticatioattemptmight arise either from the mobile device falling

into the wrong hands or the mobile user being subjected to duress.(2868)&uggests the

use of a pin numbeand a duress pin/code described by Clark and Heng@tiiaek &
Hengartner, 2008) o s af eguard the deviceds private
authorisatiomesponse.On analysis it igossible to implement this security screen using voice
recognition through a Voice User Interface (VUI) wbftdrs clear advantages to thebile
context(B'Far, 2005) The inclusio of this screenindgunctionalitywould have been idesdpart

of the design howevdue to time restrictions it is assumed that the person with the device is the

correct person and that they are under no duress.
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It was assumed that the Mobile Client #edldentityProvider had already exchanged their
public keyss described in the Storyboafdhis assumption lends itself to a scenario where the
user has identified them self (and presented their mobile device) in person to a trusted agent c
the Identty Provider who has in turn verified their idenditthis would seem to be a robust

model that although not infallidedsatisfies the issues put forwardEbBson and Schneier in

their & risk(Ellison & Schneier, 2000)

Generic user interfaces are an i mportant as
i s such a wide array of (EBRard2005)Agamiortthe sakeoof mot
simplicity it is assumed thhere is only one type of end device per platform and that the user

interface has been developed specifically for it.

4.4.2 Design Tradeoffs
The following design decision tradeoffs were made to aid in simplifying the implementation of

this project.

Microsoft products were chosen for thRelying Party, Web Client and Identity provider as

these wereritical to the success of the proj#ug choice was to aid:
1 Interoperability.

1 Ease of implementation duwyi the timdrame because girevious experience with
Visual Studio, C# and .Net MSDN documentation.

Web Servicesvere chosen over a socket based or remote object based system asa ut hor

familiarity with Web Services at the time of development was greater than other methods.

The ideal implementation dfig system would usecure http sessionso connect to the Web

Services, time did not allow implementation.

A deferred asynchronous programming pattern was chosen over a more robust implementatior
usingWindows Workflow (WWF) for rapid development as tirdiel not allow the acquisition

of sufficient knovedge to implement the IdentitsoRider using WWF

Interoperability issues between the JavaMe Client and the Authorisation Service caused the

following design tradeoffs:
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1 An intermediate .Net Framework 2.0 3MX web servicethat sits as an interface
between the WCF Attempt Manager-aetvice and the Mobile @lidor Authorisation

responses.

1 Attempt detail retrieval by the Mobile Client is done W&R Restful publishing of
XML because the length of straedtpwed in the Push Message sent via the SMS Centre
is not sufficient for all the attempt details.

4.5 Design Decisions

4.5.1 Infrastructure Model

Looking at the abstraction Figure8 it is apparent that it is a distributedtaystem andhould
appear to the User to be a single unified sySmenbaum & Van &tn, 2007Ao achievehis
goal thanfrastucture has to be developed with future scaténd. For scalability reasons, the
Secure Token Server and the Authorisation Service should be located omsebanateFig V

shows the hardware componehtt tmake up themetasystem

Figure 9: Hardware Infrastructure model
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