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Abstract 

With increasing numbers of broadband connections (Office for National Statistics, 2008) and 

consumers conducting ever more complex transactions on those connections (Nicholas, 

Kershaw, & Walker, 2006 /2007), it is imperative that users and services have accountability 

through proof of identity (Summers, 1997).  Yet some proponents argue that given the openness 

of the internet it may be almost impossible to absolutely prove the identity of a remote person or 

service (Price, 2006). 

 

Kim Cameron in his argument for Federated Identity states that òA system that does not put users in 

control will ð immediately or over time ð be rejected.ó (2005) which is also a view echoed by Dean 

(Identity Management ð back to the user, 2006).  The aim of the thesis is to argue for a self-

authentication factor that is integrated into a Federated Identity infrastructure using an out-of-

band loop to a mobile device; this argument is then supported with an implemented proof-of-

concept prototype.  The prototype and its concept are evaluated in a small usability study and an 

encryption performance experiment on a mobile device. 

 

The results of the usability study show that users feel more comfortable with self-authentication 

using something physical that they hold and respond to than with a third party verifying 

information on their behalf.  The results also show the encryption needed for end-to-end 

confidentiality and integrity during the out-of-band communication will affect battery life to a 

degree. 

The thesis concludes that there is a sound base for self-authentication from a user perspective 

and that further user and infrastructure studies will need to be conducted on self-authentication 

before it is realised in the marketplace.  It also found that implementing the prototype was more 

straightforward for the .Net Compact Framework on the Windows Mobile device than it was 

using the JavaMe platform. 
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1 Introduction 

This aim of this introduction is to present the reader with motives behind this project.  The 

project will be justified by giving a brief background into issues that currently surround online 

transaction security and that face the stakeholders involved in online transactions.  The 

Deliverables will be presented in this chapter as a Key aim and a list of objectives.  The final part 

of the introduction provides the reader with a summary of the thesis layout and a list of 

assumptions which include the scope of this Thesis and its related Project. 

1.1 Background and Motivation 
In the eyes of the developed nations the personal identity of a human being is inexorably linked 

to the registration of their birth, the name that they are registered with and possibly their 

nationality and knowledge of their parents.  Article 7 clause 1 of the UN Convention on the 

Rights of the Child states that: 

òThe child shall be registered immediately after birth and shall have the 

right from birth to a name, the right to acquire a nationality and, as far 

as possible, the right to know and be cared for by his or her parents. ó 

(UN, 1989) 

It is worth noting that the UN Human Rights Committee does not yet press these obligations on 

all countries because it is considered that an identity registration system can be ill afforded by a 

nation undergoing economic development (Szreter, 2007). 

René Descartes, widely regarded as the father of modern philosophy (Metaphysics Research Lab, 

CSLI, Stanford University, 2005), famously said in 1637 òCogito, ergo sumó.  Brinkmann uses 

Descartesõ theory in his article (2005) suggesting that the act of a human beingõs awareness of 

thinking points to the identity of that human.  The concept of self-narrative in understanding 

self-identity is explored in Koseõs article (2002) where he uses the existentialist works of Samuel 

Beckett to illustrate that: 
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 òIdentity is grounded and shaped by the canonical story that has so far unfolded, and whose 

continuation is anticipated ó 

The identification of self could be said to be as strongly linked to self-identity and existentialism 

(Currall, Moss, & Stuart, 2008) as it is to an object oriented view of the world and that a human 

being is a singleton. 

If Samuel Beckett and other philosophers are right about self identity and that it bound to this 

idea of a stream of consciousness that has a past, a present and an imagined future then is it a 

great leap of faith to say that an authentication process to a remote service should be thought of 

as a stream of events that has an initiation a middle and a perceived result? Who better than 

ourselves to determine what we are doing at the current time because we know where we have 

been and where we perceive we might be? Which could be simply put as either òThatõs me thatõs 

doing tható or òHey! Iõm not doing tható. 

E-commerce sales by non-financial UK businesses were estimated to have risen 29.1% between 

2005 and 2006 (Nicholas, Kershaw, & Walker, 2006 /2007). The ONS also reported that 65% of 

households in Great Britain had internet access with the majority being broadband connection 

(Office for National Statistics, 2008).  These statistics indicate a rapidly growing uptake by 

consumers of e-commerce and an implicit growing reliance by the consumer on the 

authentication strategies used by e-commerce sites. 

In order for a successful secure online transaction to take place, proof of identity by the 

authenticating party to the distributed system is fundamental. This proof of identity fulfils one of 

the key security principles of accountability (Summers, 1997) 

Identity theft is considered to be a growing criminal activity with UK credit agencies like 

Experian reporting 66% increase in Identity Fraud (Savvas, 2008) and High Street banks are 

becoming òincreasingly reluctantó to compensate ID Fraud victims (Hussain, 2006). 
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Given the issues outlined above, security of online transactions has become one of the prime 

concerns of the financial industry today, with the Financial Services Authority (FSA) 

collaborating with Universities like Napier to reduce the risks of e-crime (Buchanan, Risk 

Analysis in e-Crime).  Moreover there is growing anecdotal evidence that the consumer 

confidence in the security of online transactions might be waning with more than 255,000 

complaints of identity theft reported by the US Federal Trade Commission in 2005 (Dinev, 

2006).  Previous research has already indicated links between the adoption of online banking and 

a userõs perception of trust and security (Aladwani (2001) and Suh & Han (2002)  were cited by 

Nilsson & Adams, (2005)).  Cameron (2005) also voices fears of loss of credibility and 

acceptance. 

In October 2005 the US Federal Financial Institutions Examinations Council (FFEIC) issued a 

warning to financial institutions that the use of a password on its own is insufficient for 

authentication purposes (Federal Reserve System, 2005). 

Identifying an authenticating party by contacting a device that belongs to the bone-fide user via 

an out-of-band channel as described by Wu, Garfinkel and Miller (2003) might address some of 

the concerns of the FSA 

1.2 Key Aim and Objectives 
This thesis and its resulting project have the following main aim:   

To propose that an out-of-band self-authentication approach to online identity proof 

addresses the matters highlighted in section 1.1. 

The thesis and project can then be divided into the following 2 objectives: 

Describe and build a Proof of Concept prototype of the system similar to the one proposed by Wu, 

Garfinkel and Miller òSecure Web Authentication with Mobile Phonesó (2003) built using the 

more up-to date paradigms of WAP Push and Web Services. 

Specify and build clients in JavaMe and Windows Mobile 6 that will use the above prototype 

infrastructure to complete the out-of-band authentication loop. 

A secondary goal is to find out during this project how a cross-section of users feel about using 

Information Cards (InfoCards) with and without out-of-band self-authentication. 
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1.3 Approach and Future Goals  
This thesis presents the implementation and evaluation of an authentication process via an 

identity provider that has an out-of-band leg to a mobile device.  Further work would compare 

and contrast other competing mobile phone technologies when applied to an out-of-band 

authentication scenario for a web portal. 

1.4 Thesis Outline 
This thesis opens with a literature review which examines identity, its management and theft; it 

then reviews authentication systems and mobile device technologies concluding with the main 

points of interest.  The third chapter is a requirement analysis, it examines the topology of the 

system and some of the technologies used to implement it.  Chapter four focuses on the design 

of the system and outlines the important choices that were made during the project.  The fifth 

chapter discusses the Projectõs implementation phase and shows how the parts of the system 

were coded and how and where the encryption functionality was handled. The evaluation chapter 

gives details and analysis of a small usability study and decryption performance of a third-party 

encryption suite in the .Net Compact Framework versus a similar algorithm with no decryption.  

The Thesis is rounded off with conclusions in the final chapter and proposals for any future 

work. 
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2 Literature Review 

Introduction 
This literature review consists of four separate sections.  The first introduces the topic of identity 

management, a brief history of its origins and then goes on to define identity theft and its various 

mechanisms; the second focuses on authentication by generally looking at the history of 

authentication processes and issues surrounding authentication, then discussing in detail current 

types of Authentication Systems; the third introduces issues in the mobile computing 

environment and two of the current mobile platforms Windows Mobile 6.x and JavaMe; the 

fourth and final section makes some conclusions summing up the research and makes some 

recommendations for the direction the project should take. 

2.1 Identity Management 

This section outlines a brief history of identity management.  Authentication in the context of 

this project is the proof of identity of a human being.  It is necessary to briefly discuss the links 

between philosophy and identity and to consider the origins of identity management. 

2.1.1 History of identity management 

This section outlines history of personal identity in Scotland, which provides the thesis with 

background and context relevant for its intended audience. 

Scottish Identity Management (General Register Office for Scotland, 2008) 

Identity management in Scotland began in 1551/2 with the Church where the Provincial Council 

of the Scottish Clergy recommended that a birth and marriage register be kept.  In 1574 the 

General Assembly of the Church of Scotland further recommended that parishes keep a list of all 

deaths as a part of the Churchõs income was derived from the estates of the deceased. 

The Registration of Births, Marriages and Deaths Act became law in 1854 outlining that a 

standardised system of registrations would be undertaken in Scotland.  Compulsory registration 

started on the first of January 1855. 

1989 saw the beginning of replacement of paper indices by computerised records with records 

being made available on-line in 1998. 
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2.1.2 Identity Theft 

Identity theft can characterised by the clandestine procurement of personal information by a 

third party for malicious use or as the US Federal Trade Commission defines [it]... as òoccurring 

when someone uses your personally identifying information ... without your permission, to 

commit fraud or other crimesó (Whitman & Mattord, 2009).  Identity theft criminals will gather 

enough information to make transactions on a victims e-commerce account for the criminalõs 

profit, or the creation of additional e-commerce accounts that only the criminal has access to 

without the victimõs knowledge.  Once an unlawful account has been opened it can be extremely 

difficult for the victim to find out details of the fraudulent account because of the unwillingness 

of e-commerce counterparty to share details of the fraudulent applications, which in turn makes 

it difficult to repudiate ownership of that account (Furnell, 2007).  

Mechanisms of Identity Theft 

Identity theft can take place via various mechanisms; this section describes some of the 

mechanisms.   

Dumpster Surfing is a low-tech method described by Eisenstein (2007) is the physical theft of 

identity information by rooting through rubbish or stealing physical documents 

Shoulder Surfing is characterised by  (Philpott, 2006) as the lowest tech method of stealing 

identity by looking over someoneõs shoulder to glean vital information that the bone-fide 

authenticator knows like a pin number or password   

Clandestinely installed client malware will typically be installed using social engineering on the 

target identityõs host machine, by enticing the user with free software or media (Gonzales & 

Majoras, 2007).  The malware will then gain identity information whilst on the host machine and 

send it back to the identity thief. 

Spyware is defined by Warkentin, Luo & Templeton in their spyware assessment framework as 

òa client-side software component that monitors the use of client activity and sends the collected 

data to a remote machineó (2005) that is either installed on the client machine with or without the 

userõs knowledge. Payton (2006) also agrees that all spyware is not malware and is more 

commercially motivated.  For these reasons this project will use the term Malware to represent 

autonomous malicious spyware that is used to steal identity for malicious purposes.  A brief list 

of these autonomous malware categories (Payton, 2006) is given below to aid in giving the reader 

some context. 
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¶ Application Monitoring Tools are used to glean identity information from email and 

instant messaging programs. 

¶ Packet Sniffers will monitor network traffic from the host searching for identity 

information such as Bank Account and Credit Card numbers, passwords and pin 

numbers. 

¶ Keyloggers detect the userõs keyboard input at kernel level to glean information. 

¶ Phishing is the most common type of social-engineering attack (Gonzales & Majoras, 

2007) and can be defined as the practice of sending a spoof communication to an identity 

target that purports to be from a bone-fide e-commerce institution.  The communication 

will ask the targeted user to provide identity information as part of a verification process 

that the e-commerce organisation is undertaking. 

o Pretext exploits (Gonzales & Majoras, 2007) are where the identity thief contacts 

the e-commerce institution with the targetõs name, and pretends to be the target 

in order to elicit more identity information. 

o Phone phishing or Voice Over IP Phising òVishingó (Gonzales & Majoras, 2007) 

is a relatively recent development which uses telephone calls as a carrier for the 

spoof communication. 

o Email phishing is the practice of using emails as the carrier for spoof verification 

messages. 

Web-Spoofing & DNS poisoning is defined by Dinev (2006) as the practice of creating a hoax 

web site that closely mimics the real site to extract personal information. DNS poisoning can be 

described as the hijacking of the target userõs host machine name resolution lookup so that it will 

point the target identity towards a spoof web site instead of the real site the target wanted to visit.  

User self-compromise describes the process of a target-identity who disseminates identity 

information freely.  The user might or might not be aware of the issues surrounding identity theft 

and if in the public-eye may have no security-through-obscurity choice (Leyden, 2001). 

¶ Social Networking / Blog sites are highlighted as a danger by Choo & Smith (2007).  The 

posting personal information on a site could be used in a context aware pretext or 

phishing attack or even to construct the identity for use in the opening of a bogus e-

commerce account. 

It is important to note that identity theft can occur by a variety of mechanisms and there are 

numerous mechanisms.  One of the main points made by Gonzales and Majoras (2007) in their 

Strategic plan is that a single common identifier like a Social Security should not be used for 

identification one may ask though, how is a user to repudiate false accounts as described in 

Furnellõs (2007) case study if there is no universal identifier; a social security number could be 
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argued to be a better identifier than most as Governments may well be perceived to be 

enthusiastic for their citizens to pay tax. 

2.2 Online authentication processes 
An authentication process in the context of this thesis can be defined as a remote user providing 

information to a remote service via a digital network to gain access to a remote resource.  The 

authentication process can be broken into two mechanisms (Nilsson, Adams, & Herd, 2005) the 

identification of an authenticated session and the verification of the userõs identity; this project 

focuses on the verification of the userõs identity.  Information or proof (RSA Security) that is 

used to validate a userõs identity is often called an ôauthentication factorõ or ôauthentication methodõ.  It is 

generally agreed that authentication factors fall into 3 categories (Summers, 1997) and (Federal 

Reserve System, 2005): 

1. Possession: a proof that the user possesses a unique object at the time authentication 

takes place. E.g. a card, token or device. 

2. Knowledge: the system challenges the user for a specific piece of knowledge that only 

they will know in the given context. E.g. a password or passphrase. 

3. State of Being: something the user is or does at the time of authentication. E.g. 

Biometrics: Fingerprint, Iris Scan, Keystroke pattern. 

It is possible to define a further 2 categories although it could be argued that these are 

encompassed by the 3rd category. 

4. Location: the user is at the expected location at the time of authentication as 

demonstrated when they physically present themselves at the airport check-in. This is true 

whenever it is required to produce photographic identity proof. 

5. State based: the userõs authentication attempt is at an expected time.  If identity proof is 

linked to a stream of consciousness introduced in section  1.1 then the userõs attempt is 

expected by themselves or even by another e.g. the Check In clerk at an Airport waiting 

for a passport to be produced; this introduces the concept of awaiting authentication as a 

state of being is therefore state-based. 

Generally speaking the more factors used in the authentication process, the stronger the security. 

Two of the fundamental problems as we shall see are the digitisation of information and the 

inability of Internet protocols to verify a userõs location. 
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Single-factor authentication 

Single-factor authentication is the process of using one type of authentication proof to validate a 

userõs identity.  Because of easy implementation a username and password and or passphrase has 

until recently been widely used for Internet Banking and e-commerce but is now not sufficient 

(Federal Reserve System, 2005) due to phishing, pharming and malware. 

There seems to be a consensus of opinion that single-factor authentication is a thing of the past 

(Information Age, 2006) and (Computer Fraud & Security, 2003). 

Multi factor authentication 

Multi-factor authentication is the process of using more than one type of authentication method, 

to validate a userõs identity.  Multi-factor authentication is thought to more difficult to 

compromise (Beaumier, 2006) 

2.2.1 Authentication systems 

Password / Passphrase / Memorable date 

This knowledge based authentication method is still the most prevalent form of authentication 

today and is used in almost all single-factor authentication systems and as a preliminary stage for 

a multi-factor authentication system. 

The user is prompted to enter a username which is used to identify a valid system user and is also 

prompted to enter a password which is intended to prove the userõs identity.  In terms of 

evaluation threat of malware sitting quietly on a userõs machine stealing passwords and 

passphrases (Greiner, 2006) has caused the US FFIEC to issue guidelines (2005) to its members 

to consider additional authentication methods.  The Home Office has stated that (Nicholas, 

Kershaw, & Walker, 2006 /2007) the largest type of card fraud between 2005 and 2006 came 

from non face-to-face transactions over the phone or the internet, it is unclear what percentage 

relates to details being obtained by malware but the 16% increase over the course of a year could 

be linked to the development of new types of malware identified by Greiner (2006) and Kabay 

(2005) 

Digital Certificates / Public Key Infrastructure (PKI) 

Digital Certificates can be classified as possession based authentication factor category.  With 

reference to the mechanism, a user provides their Digital Certificate to the service as proof they 

are the valid user.  Digital certificates use public and private keys to validate a userõs identity using 

a digital signature.  The most common solution (Summers, 1997) is for a user to register their 

public key with a trusted Certificate Authority (CA), which then distributes the public keys on the 

userõs behalf.  
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Using PKI and the issuance of Digital Certificates to validate a userõs identity is in essence a good 

idea but there are many reasons why its adoption hasnõt been as successful and widespread as the 

IT community hoped it would.  Ellison and Schneier (2000) come up with 10 compelling risks of 

PKI from òwho do we trust, and for wható to more importantly òHow did the CA identify the certificate 

holderó.  Backhouse, Hsu, Tseng and Baptista (2005) argue that failure of the public key 

infrastructure to achieve widespread adoption by users and services lies in the users uncertainty in 

the quality of the authentication proof.    

Biometrics 

Harris & Yen (2002) quote Ashbourn (no ref, 2000) in defining biometrics as òa measurable 

physiological and/or behavioural trait that can be captured and subsequently compared with 

another instance at the time of verificationó.  These traits can be described as fingerprints, palm 

prints, retina scans key stroke and voice patterns.  In Evaluation of bio-metrics Harris and Yen 

argue that momentum behind biometric authentication systems and the technological lead the US 

has in biometric systems will outweigh the obstacles of social acceptability and inclusivity of 

those systems highlighted by Braz and Robert (2006).  As previously highlighted single factor 

authentication systems have their critics and it would seem highly inadvisable to rely on a single 

factor system based on biometrics as those characteristics cannot be as easily changed once that 

data is compromised 

Tokens / Smart cards 

Financial Institutions have in the past issued RSAõs SecureID® token (see Figure 1) to their 

employees who issue bank to bank cash movements; Bank of Scotland is now issuing these 

tokens to their internet banking customers.  Tokens or smart cards are an example of a one-time 

password (Bailey, Vongsathorn, Kapadia, Masone, & Smith, 2007).  In evaluation terms Bailey et 

al point out secure tokens and smart cards protect against a lost password but do not protect 

against a fully hijacked session. 
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Figure 1: RSA SecurID
®
 USB Dongle (RSA SecurID, 2008) 

 

Pre-shared Keys 

A pre-shared key is one of the oldest forms of encrypted communication and has certainly been 

around since the Roman Empire (Whitman & Mattord, 2009).  A key is generated and is kept 

secret between parties this key is then used to encrypt communications between those parties.  In 

recent history key generators have been used with encryption algorithms like DES, 3DES and 

most recently AES.  On examination the DES 56 bit key encryption has now been proven to be 

unsafe (Whitman & Mattord, 2009).  Whitman & Mattord tell us that AES 256 bit key encryption 

is the defacto standard of the US Federal Government (FIPS).  In a distributed system pre-shared 

keys suffer from one fundamental problem, that of how to exchange the key through a secured 

channel. 

Trusted Identity Provider 

Cameron & Jones (Cameron, The Laws of Identity, 2005) outline their vision of an internet-wide 

identity meta-system based on trusted identity providers in their article òDesign Rationale behind 

the Identity Metasystem Architectureó.  The Identity meta-system in Figure 2 essentially borrows 

its architecture from Kerberos (Buchanan, Enhanced Software Security, 2007) where a relying 

party (an e-commerce institution in the scope of this report) trusts the identity of the 

authenticating user because the user has been granted an access token by an Identity provider the 

user is registered with.  Chappell (2006) describes the Identity metasystem as a system of systems 

focused on Identity.  He further points out to make the Identity metasystem work, òrequires 

cooperation [and] ... No single organisation can unilaterally impose a solutionó.   
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Figure 2: Managed Cards 

 

Microsoft has implemented their client identity selector under the name Windows CardSpace 

(formerly known as InfoCard) that uses cards known as InfoCards.  The OpenID foundation has 

also implemented a similar federated identity meta-system with OpenID cards, their Corporate 

Board Members represent Google, IBM, Microsoft, VeriSign and Yahoo!.  In the OpenID model 

a Diffie-Hellman key exchange takes place between the Relying Party and the Identity Provider.  

On assessment the Trusted Identity Provider (TIP) system has many strengths.  It conforms to 

all of Cameronõs seven laws of identity foremost of which by protecting a userõs digital identity 

information which is held securely by the Identity provider.  Microsoftõs CardSpace however 

does not prevent hijacking of a session via inadvertent access granting and impersonation 

(Rowley, 2007).  In an email from Cameron (Cameron, Error in Blog, 2008) himself 

acknowledges that impersonation access could take place if the public key-pair/password backed 

card is backed up and the backup falls into the wrong hands given the UK Governmentõs 

propensity to lose unencrypted data and their own acknowledgement that it canõt be prevented 

this is significant weakness (Hutt, 2008).  If the card is backed by a hard-token like RSA SecurID 

it seems to be a much safer system.  Cameron also points out another potential issue where users 

purposely give their cards away to masquerading parties who then qualify against restrictions 
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based on the userõs identity and not theirs, the example given is an underage drinker who is 

allowed to buy alcohol over the web based on the userõs age. 

Out-of-band authentication gives users something that they have not had before:  The ability to 

see how many bogus authentication attempts are being made to their online resources.  

In Kim Cameronõs email (Cameron, Error in Blog, 2008) he highlights that users may purposely 

give away their managed cards to aid illegitimate users in their procurement of restricted goods 

and services.  An out-of-band self-authentication mechanism might add a degree of hardship to 

the user who has divulged their managed cards to a wide audience as their mobile device and 

their time will be taken up with authenticating these attempts. 

2.3 Mobile device technologies 
Mobile devices in the context of this project shall be considered to be handheld devices that have 

Short Message Service (SMS) and Internet connectivity capability via the cellular phone network.  

This section will discuss the types of mobile networks and connectivity available, and two of the 

client device platforms in the market today, JavaMe and Windows Mobile 6. 

2.3.1 Mobile cellular networks 

Brief History in terms of Generations 

Mobile transmission technologies are often and widely described in terms of their generational 

acronym; from first generation (1G) through to the third and current generation (3G). 

1G analogue transmission was first introduced the 1980s and was primarily intended for voice 

telephony (B'Far, 2005) by the start of the 1990s 2G digital transmission had broken on to the 

mobile telephony scene and accounted for the bulk deployments of voice and data services in 

Europe and the United States (B'Far, 2005).  The categorisation 2G actually includes but is not 

limited to the following three technologies of Time Division Multiple Access (TDMA), Global 

System for Mobile (GSM) and Code Division Multiple Access (CDMA). 

The 2.5G label is applied to transition technologies that are essentially extensions to the 2G 

transmission carriers that enable faster data transfer an example is General Packet Radio Services 

(GPRS) that allows a data transfer rate of up to 100Kbps. 

Europe seems to have settled on Universal Mobile Telecommunications System (UMTS) based 

on W-CDMA as the 3G transmission technology; however the United States has the more 

fractured choice between WCDMA, TD-CDMA and CDMA2000. 
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Devices available for purchase in the European high street today will either come enabled with 

both GPRS and UMTS or with just UMTS. 

2.3.2 Internet Connectivity 

WAP 

Wireless Access Protocol (WAP) according to BõFar (2005), Gavalas and Economou (2007) is the 

single most pervasive framework used for building most mobile applications available today.  

WAP was originally founded by Nokia, Ericsson, Motorola and Unwired Planet in 1997 

(Orange).  The WAP 1.0 stack was designed with low bandwidth mobile connections in mind and 

supports its own Wireless Mark-up Language (WML) it is independent of the underlying Mobile 

network technology.  Initially designed to be as pervasive for mobile applications as HTTP has 

been for the Web (B'Far, 2005) WAP mirrors the client-server architecture of browser and a web 

server.  The initial success of WAP 1.0 was marred by its inability to meet expectations but with 

the advent of WAP 2.0 it seems to have overcome its critics.  WAP protocols (Figure 17 & 

Figure 19 in Appendix C) are designed to operate over a variety of different bearer services, 

including SMS, circuit-switched data and packet data (m-indya).  WAP can be useful technology 

when combined with the Push Access Protocol (PAP) which enables actions to be pushed to the 

Figure 3: Wireless Web technology landscape (Gavalas & Economou, 2007) 



05006077 Napier University ð SOC10101 

 

A. J. Wagstaffe ð BEng (Hons) Computer Networks & Distributed Systems Page 24 

mobile device.  

NTT DoCoMoôs i-Mode 

i-Mode is a closed and proprietary system that was launched in 1999 as a direct competitor to 

WAP, the i-Mode gateway or òi-Mode centeró is under the control of NTT DoCoMo (Roxburgh, 

2006).  Unlike WAP which uses a variety of bearers, i-Mode uses a Personal Digital Cellular 

Packet (PDC-P) ... over the existing ... network used for voice traffic (Lakhani, 2001).  i-Mode 

also uses its own mark-up Language of c-HTML which is a superset of HTML and is only 

available to i-Mode compliant phones.  

 

In evaluating the wireless web, Gavalas and Economouõs (2007) characteristics for wider 

adoption and growth of wireless technologies are defined as follows: 

1.) Ubiquity and convenience: Mobile devices satisfy the need for real-time communication 

with no time and place constraints 

2.) Positioning: using technologies like Global Positioning System (GPS) users may receive 

and access information and services specific to their location (reference to Varshney, 

2003). 

3.) Personalisation: handheld devices are typically operated by a s single user, thereby 

enabling the provision of personalised services by wireless web portals (references to Ho 

& Kwok, 2003; Varshney et al, 2004, Mahatanakoon, Wen and Lim, 2006) 

2.3.3 Windows Mobile 6.1 

Microsoft entered the mobile telephony market with Microsoft Smart Phone 2002 (B'Far, 2005), 

Microsoft Smart Phone and Pocket PC products were merged into the Windows Mobile 

platform for the release of Windows Mobile 2003.  Currently Windows Mobile has 140 devices in 

the marketplace on over through 125 mobile operators world-wide (Microsoft, 2007).  Microsoft 

provides the following description of Windows Mobile: 

ñWindows Mobile is a platform for mobile devices based on Windows 

Embedded CEò (Microsoft, 2008)  

Windows Mobile supports development on the .Net Compact Framework.  It also supports the 

running of a Java Micro Edition Connected, Limited Device Configuration virtual machine. 
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.Net Compact Framework 

Microsoft describes the .Net Compact Framework described in Figure 4 as: ña subset of the 

.NET Framework ... [containing]  features exclusively designed for the .NET Compact 

Framework. ò (Microsoft, 2008) . 

Figure 4: .Net Compact Framework (Microsoft, 2008) 

 

2.3.4 Java Micro Edition (JavaMe) 

JavaMe is a platform developed by SUN Microsystems and was formerly known as J2Me.  

JavaMe in the context of this project refers to JavaMe Connected, Limited Device Configuration 

(CLDC).  CLDC as highlighted in Figure 5 has been developed for devices that have a running 

memory between 32 and 512 KB and runs on the K-Virtual Machine (KVM) (B'Far, 2005).  Sun 

tell us that the JavaMe technology is based on three elements (Sun Microsystems, 2008): 

1. a configuration provides the most basic set of libraries and virtual machine capabilities for 

a broad range of devices. 

2. a profile is a set of APIs that support a narrower range of devices, and  

3. an optional package is a set of technology-specific APIs. 
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The following statement from Gavalas and Economou which serves equally well for the .Net 

Compact Framework as it does for JavaMe, suggests that mobile client applications designed for 

a specific task suit the context of a mobile environment much better than a generic browser,  this 

development strategy has been borne out by Googleõs development of its JavaMe Google Mail 

application: 

ñJ2Me provides a vehicle for creating complex application s with a 

higher degree of interactivity compared to their (browser based) WAP 

or i -Mode counterparts.  Independence ... from the underlying 

transport protocol is expected to lead to a synergy of the J 2Me and 

WAP/i -Mode worldsò (Gavalas & Economou, 2007)  

The vital element of this project is that the user is part of the authentication process.  It will be 

necessary to justify self-authentication and in doing so there is a need to re-examine the 

philosophical issues and practical issues. 

  

Figure 5: JavaMe stack (B'Far, 2005) 
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2.4 Conclusions 
The intentions of this thesis and its related project are to implement a Secure Token Service and 

an arbitrary web-portal that requires tokens from this service via a Microsoft Card-Space Identity 

Selector client.  It is hoped that this prototype system will frame of reference within which the 

online security community may re-visualise authentication systems and refocus on some of the 

fundamental questions that relate to identity proof. 

2.4.1 The Identity Theft problem 

It has been seen in this literature review that identity theft is a serious and increasing problem; 

opportunities for and reward via theft by criminals are increasing whilst the risk of being caught 

is decreasing because of distributed technologies.  

2.4.2 The March toward Managed Cards 

It has become all too apparent during the research for the literature review that Managed Cards 

and trusted Identity Providers are a credible solution to the failure of Digital Certificates.  It has 

also become abundantly clear that large organisations like Microsoft, IBM and Google are 

pushing towards the accountability of users and services in the internet via these Managed Cards 

and trusted Identity Providers. 

Questions still need to be asked specifically of the relationships between the Relying Parties and 

the Identity Providers and of the credibility of these Providers both in the eyes of the Relying 

Parties and in the eyes of the trusting Users.  OpenID themselves recognise these issues and state 

on their website: 

ñYou get to choose the OpenID Provider that best meets your needs 

and most importantly  that you trustò (OpenID Foundation, 2008)  

 Much of this debate is out of the scope of this project, however the use of self-authentication via 

an out-of-band loop might help users select and trust Identity Providers.  

2.4.3 Mobile Technologies 

Activating a mobile client program using an SMS message is a powerful technique for distributed 

systems that have a mobile element.  The mobile component is by its nature is resource starved 

and cannot always be connected to the system and for this reason the SMS wake-up capability is 

so powerful. 
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3 Requirements Analysis 

3.1 Introduction 
This Chapter has two main points of analysis which were derived from Figure 6 that shows how 

Wu, Garfinkel & Millerõs (2003) proposed òSecure Web Authentication with Mobile Phonesó system fits 

into the managed card infrastructure. 

1. Characteristics of Windows CardSpace and the Identity metasystem. 

2. Simple Message Service Centres. 

  

Figure 6: Out-of-band self-authentication as part of Identity Provision 
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The identity metasystem is a distributed system (Chappell, 2006) that facilitates Identity proof 

through the exchange of security tokens and each token represents information about a digital 

identity.  Trusted Identity Providers (TIPs) and the clients that use them are at the heart of this 

metasystem and illustrate the Client-Server paradigm, the TIPs can be installed on any platform 

using any type of Security Token.  InfoCards can be used for authentication to Windows Live. 

3.2 Identity metasystem components 
The Identity metasystem comprises of three main components: 

A Relying Party is a remote service that requires accountability for users and services that access 

it.  In the context of this thesis the relying party is a standard web server running in IIS 7.0 on a 

Windows Server 2008 that implements the following requirements list (Chappell, 2006) 

¶ Accepts security tokens. 

¶ Defines its Security Policy. 

¶ Makes its certificate available. 

The Identity Provider satisfies the following four requirements (Chappell, 2006): 

¶ Create Information Cards (InfoCards) that are compatible with the Microsoft-defined 

card format, and provide a delivery mechanism for these cards. 

¶ Implement a Security Token Service (STS) as defined in the WS-Trust specification that 

can issue tokens in any format. 

¶ Define a Security Policy using WS-Security Policy, and allow access to this policy using 

WS-MetaDataExchange. 
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¶ Indicate how the policy requests that security tokens be authenticated.  There are 

currently four supported options: 

o Username / password 

o Keberos Tickets 

o X.509 v3 certificates 

o SAML security tokens created by a self-issued identity provider 

CardSpace Client Identity Selector.  The Windows CardSpace selector is a client application 

that is bundled with Microsoft Vista and is available in Windows XP as update.  It allows users to 

choose InfoCards that are signed by Identity Providers based on the Relying Partyõs token 

requirements. 

Vittorio (An Identity Provider and its STS: writing a custom STS with the October Beta of the 

Geneva Framework, 2008) elaborates on these three main elements to come up with a total of six 

components in his article. 

3.3 Identity Provider Components 
The Secure Token Server (STS) in this thesis is a server running a WCF Web Service 

application in IIS 7.0.  It receives security token requests from the CardSpace selector, and 

checks the identity of the card against the registered user store, the Security Token Service then 

grants a Security Assertion Mark-up Language (SAML) token back to the CardSpace client. 

Ideally an Identity provider should have an attributes store for users this could be an Active 

Directory which is then queried by the Secure Token Service and on successful validation, the 

service returns a secure token back to the CardSpace client. 
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3.4 Simple Message Service Centre (SMSC) 
Looking again at Figure 6 and taking in to account Figure 7, an out-of-band loop can be added to 

the Identity metasystem by getting the Secure Token Service to send an authentication 

verification request to the userõs mobile client via an SMSC.  There are many SMSCõs operating in 

the market, it is important to select one that provides easy integration with the STSõs technology.  

Upon conducting research Esendex is an SMSC based in the UK which was found via òThe Code 

Projectó website.  Sample C# code is made available in Birdõs article (2004) that accesses 

Esendexõs API via a Web Service. 

 

 
  

Figure 7: Out-of-band loop in focus 
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3.5 Communication Protocols 
Web Service protocols are discussed in Appendix E  

A custom encryption solution for OTA communication based on Authenticating the message 

and sender (Buchanan, 2007) is needed to ensure the Confidentiality, Integrity and Assurance 

(CIA) of the authentication authorisation transactions that are communicated wirelessly between 

the Federated Identity Infrastructure and the Mobile Clients ð The custom solution is an example 

of end-to-end security as the encryption takes place in the Application Layer of the OSI Model. 

3.6 .Net 3.5x Windows Communication Foundation (WCF) 
Windows Communication Foundation is a service-oriented framework designed for distributed 

computing solutions that uses the .Net Common Language Runtime (CLR).  WCF uses the 

abstract concept of endpoints which allows services to expose use a variety of different transport 

mechanisms including but not restricted to: 

¶ NetTcpBinding  SOAP messages using TCP 

¶ BasicHttpBinding  Basic SOAP transport based on WS-I Basic Profile 

¶ WSHttpBinding  Secure SOAP transport based on WS-* protocols and in particular to 

this Thesis it is noted that it supports WS-Security 1.1 and WS-Trust (Microsoft, 2007) 

¶ WebHttpBinding A RESTful way accessing resources using HTTP GET and POST 

methods. 

3.7 Windows Mobile 6 

3.7.1 Development Tools 

Visual Studio 2008 is the Integrated Development Environment advocated by Microsoft to 

program Windows Mobile 6 .Net Compact Framework applications.  It comes packaged with 

two emulators that aid development of mobile applications without having a physical device to 

hand: 

1. a Device Emulator which enables testing and debugging of applications that run on the 

mobile device 

2. a Cellular Emulator which emulates a GPRS / 3G cellular network and the services that 

are provided by mobile phone operators. 
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3.7.2 Application Programmers Interface (API) 

Figure 20 in Appendix D shows an overview of the Windows Mobile SDK described as a 

functionality Map.  There are two styles of development on the Windows Mobile platform using 

either unmanaged or managed code. 

Unmanaged code is programmed using Visual C++ with the API reference it allows developers 

to communicate directly with the hardware of the mobile device.  A Developer may choose this 

development approach if they need the application to run quickly and not take up many 

resources, however development using this environment is non-trivial and can easily cause device 

crashes through memory errors. 

Managed code is programmed using either Visual Basic or Visual C# and is easier to program 

with as it operates in the Common Language Runtime (CLR) of the device which handles 

memory using a garbage collector.  It is worth noting that not all of the deviceõs hardware can be 

accessed using managed code.   A design decision was taken given lack of experience with 

unmanaged code and Visual Basic to implement everything in C#. 

Application activation by SMS 

Receiving WAP Push Binary messages are only accessible using unmanaged code, but it is 

possible to open up an application by checking ordinary SMS messages for criteria. The latter 

approach to application ôwake upõ was chosen. 

Encryption 

 The Windows Mobile platform offers both symmetric and asymmetric encryption through the 

CryptoAPI, the symmetric Algorithms in Table 1: Windows Mobile Symmetric Encryption 

(Microsoft, 2008).  The current version of Windows Mobile does not support AES symmetric 

encryption which is the encryption algorithm recommended to protect US National Security 

Systems (The Committee on National Security Systems, 2003).  Another third party API called 

Bouncy Castle is available for C# this API is also available for JavaMe CLDC.  BouncyCastle 

offers the following support: 

¶  AES 256 bit Encryption 

¶ SHA 256 bit Hashing 

¶ RSA 1024 bit Public private key encryptions 
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¶  Choosing BouncyCastle as a Cryptographic Service Provider lends the Thesis more 

security focused credibility with an AES 256 bit encryption and will enable a proper 

comparison between the two Mobile Client platforms. 

 

 

User Interface 

Development of a .Net Compact Framework application for a Windows Mobile device is similar 

to the development of a Windows application using the inbuilt designer in Visual Studio.  The 

main application is started when the initial form loads, subsequent forms can be instantiated from 

within the original parent form and run as child forms.  

Replying to the Identity Provider 

Referencing the Phone Authorisation web service is a case of adding a Web Reference to the 

Visual Studio project and specifying the location of the web serviceõs description language 

document (WSDL). 

Deployment 

The Windows Mobile 6 SDK can be deployed to either an emulator or a device attached to the 

machine. 

3.8 JavaMe 

3.8.1 Development Tools 

Applications for the JavaMe platform are more disparate and are very much device manufacturer 

led, with manufacturers providing emulator and connection tools based on Sunõs Wireless toolkit.  

Device manufacturerõs also give advice on which IDEõs to use.  In this project, development was 

governed by having access to a Sony-Ericsson K810i Mobile phone.  Sony-Ericsson have a 

development portal called Developer World that has all of the tools necessary to develop 

applications for the JavaMe platform for Sony-Ericsson phones. The Sony-Ericsson toolkit 

includes NetBeans with the Sony-Ericsson MIDP CLDC profiles pre-installed. 

The portal also has a number of video and text based tutorials to help developers gain an 

understanding of how to develop for the JavaMe platform for Sony-Ericsson devices. 

  

Supported stream-based encryption algorithms Supported cipher encryption algorithms 
RC2 DES 
RC4 3DES 

Table 1: Windows Mobile Symmetric Encryption (Microsoft, 2008) 
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3.8.2 API 

Application Activation by SMS 

Applications can be activated by a WAP Push binary message (B'Far, 2005).  These are very 

limited in length and typically open up the mobile deviceõs browser automatically directing the 

browser to the URL which is contained within the body of the Push Message.  A custom 

application can be easily configured in NetBeans to listen on a port number.  When the binary 

message is sent with its port number, the application is activated.  It is important to note that the 

Listening port handler is part of the devicesõ proprietary operating system rather than being part 

of JavaMe. 

Encryption 

As previously discussed in section 3.7.2, JavaMe applications use a third-party API called Bouncy 

Castle, which has all the encryption providers and algorithms to implement this Thesisõ Project. 

User Interface 

NetBeans uses a Visual Midlet Designer which has a concept of application flow which links the 

forms needed to run the application together. 

Replying to the Identity Provider 

Like Visual Studio, a web service is set up using a Wizard which asks for the URL of the serviceõs 

WSDL document. 

Deployment 

Sony Ericsson have their own deployment application to the Mobile Device, unfortunately I 

encountered errors using this application and was only able to transfer the JAD and JAR files 

manually using a file explorer. 
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3.9 Conclusion  
WCF provides enough functionality to implement the Federated Identity Management 

Infrastructure.  The following elements and their functionality have been realised through the 

conducted analysis: 

WCF Secure Token Server that will: 

Accept Token Requests; Verify Registration of a User; Send Authorisation Requests to an 

Authorisation Service and await responses; Accept Authorisation Responses and Give out 

Tokens accordingly.  

An Authorisation Service that: 

Accepts authorisation attempt request from an STS; Sends an application activating SMS to a 

Mobile Client; Can provide encrypted attempt data to a Mobile Client; Receives authorisation 

attempt responses from a Mobile Client; Sends authorisation responses back to an STS. 

A Mobile Client that will: 

Receive incoming SMS-es from an STS and activate an application to process attempt receipts 

and responses; Fetch attempt data from an Identity Provider server; Decrypt attempt data; Send a 

response back to the STS. 
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4 Design 

4.1 Introduction 

This chapter deals with the phase of the project in which decisions and compromises had to be 

made in order to realise the project objectives as fully as possible and within the existing time and 

cost constraints. It was necessary to choose an appropriate architecture so that the hardware and 

software components could be linked together at the implementation stage balancing 

performance, availability and cost amongst other considerations. A major consideration was the 

time available to put the design into effect and verify that it was in fact performing as planned. 

Proving digital identity across a distributed system can be seen non-trivial challenge set against a 

constantly evolving human and technological backdrop.  Thoughtful design is the key to 

developing sets of òBronze Bulletsó that address remote Identity Theft as òBulletproof security does 

not existò (Sequeira, 2003).  One of the desired outcomes of this thesis is the design and 

implementation of a self-authentication solution that adds considerable complexity to the process 

of Identity Masquerading without impacting too much on the process of Authentication by the 

User.  Designing in self-authentication as highlighted by Dean (2006) might be one of these 

òBronze Bulletsó.  

To create the infrastructure described in Chapter 3 it becomes apparent looking at the two 

network topologies in Figure 6 and Figure 7 that a great deal of this project involves design and 

implementation of the authentication infrastructure, even though the implementation of the 

project is focused on the two client technologies of the .Net Compact Framework and JavaMe 

CLDC. 

4.2 High-level Abstraction 
Analysis of Figure 6 and Figure 7 and earlier analysis have shown that the system has a 

distributed Client-Server architecture and gives rise to the conceptual design for the system 

Figure 8.  The Security Token Server is accessed using WCF Web Services from a Windows 

CardSpace Identity Selector on the non-mobile client.  The Authorisation Service is accessed 

using WCF Web Services from a custom application based on the mobile client and from the 
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Secure Token Service.  It will be necessary to secure the communication between the mobile 

client and the Authorisation Service as this is over-the-air OTA and could be listened in upon 

both at the Simple Message Service Centre and at the Mobile Operator. 

 

4.3 Persona / Storyboard 

Personas and Storyboards can be a useful part of the design process helping (Benyon, Turner, & 

Turner, 2005) designers focus on the stakeholders in the proposed system. The following 

narrative illustrates how it is envisaged that the proposed system would operate in a real-life 

situation.  It is based on an imaginary person, Arthur. 

 Arthur is retired and in his late sixties, he has a number of online e-commerce and bank 

accounts and regularly makes transactions from his home computer over the internet.  Although 

Arthur is non-technical, he is cautious about internet security and has installed Antivirus Software 

and a Software Firewall on his computer; both of which were produced by a reputable company 

and were bought directly from their site.  Arthur always tries to keep his operating system up-to 

date and Arthurõs home computer accesses the internet from behind a home wireless router.  

Figure 8: Identity Provider Abstraction  
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Recently Arthur has created an InfoCard digital identity because, after reading several articles 

about identity theft, he was worried about the security of passwords.  Arthur registered his digital 

identity in person at the office of an agent of a reputable Identity Provider whose operations and 

procedures are regularly assessed for their quality and efficiency.  Arthurõs identity provider 

allows Arthur to self-authenticate using his Mobile Phone because whilst in their office the agent 

installed a secure application upon it.  Whenever Arthur goes to log on to his online e-commerce 

or bank accounts with his InfoCard, his Mobile Phone starts an application asking him whether 

he wants to verify the access attempt.  On one occasion Arthur was not accessing any of his 

accounts and his Mobile Phone registered an unauthorised access attempt that he was able to 

report directly back to the Identity Provider using his Mobile Phone. 

 

4.4 Design Considerations 
As this system is a Proof of Concept Prototype and not a commercial system, many assumptions 

and tradeoffs were made before arrival at the final design decision. 

4.4.1 Assumptions 

Infrastructure 

It is assumed that this system does not hide failure as described in the Tanenbaum & Van Steen 

(2007) Distributed Systems Transparency model.  Due to limited resources, the system does not 

implement replication and redundancy. 

Server Security during development, testing and demonstration was minimal as this was not a 

focus of the implemented project ð It was therefore assumed that no malicious attacks would 

take place on the Identity Provider and its associated registered user/services store. 

Mobile Client 

False authorisation of an authentication attempt might arise either from the mobile device falling 

into the wrong hands or the mobile user being subjected to duress.  Howie (2008) suggests the 

use of a pin number and a duress pin/code described by Clark and Hengartner (Clark & 

Hengartner, 2008) to safeguard the deviceõs private encryption key and the release of the 

authorisation-response.  On analysis it is possible to implement this security screen using voice 

recognition through a Voice User Interface (VUI) which offers clear advantages to the mobile 

context (B'Far, 2005).  The inclusion of this screening functionality would have been ideal as part 

of the design however due to time restrictions it is assumed that the person with the device is the 

correct person and that they are under no duress. 
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It was assumed that the Mobile Client and the Identity Provider had already exchanged their 

public keys as described in the Storyboard.  This assumption lends itself to a scenario where the 

user has identified them self (and presented their mobile device) in person to a trusted agent of 

the Identity Provider who has in turn verified their identity ð this would seem to be a robust 

model that although not infallible and satisfies the issues put forward by Ellison and Schneier in 

their 8th risk (Ellison & Schneier, 2000). 

Generic user interfaces are an important aspect of application design for mobile devices òas there 

is such a wide array of end clients for mobile applicationsó (B'Far, 2005).  Again for the sake of 

simplicity it is assumed that there is only one type of end device per platform and that the user 

interface has been developed specifically for it. 

4.4.2 Design Tradeoffs 

The following design decision tradeoffs were made to aid in simplifying the implementation of 

this project. 

Microsoft products were chosen for the Relying Party, Web Client and Identity provider as 

these were critical to the success of the project, this choice was to aid: 

¶ Interoperability. 

¶ Ease of implementation during the time-frame because of previous experience with 

Visual Studio, C# and .Net MSDN documentation. 

Web Services were chosen over a socket based or remote object based system as the authorõs 

familiarity with Web Services at the time of development was greater than other methods. 

The ideal implementation of this system would use secure http sessions to connect to the Web 

Services, time did not allow implementation. 

A deferred asynchronous programming pattern was chosen over a more robust implementation 

using Windows Workflow (WWF) for rapid development as time did not allow the acquisition 

of sufficient knowledge to implement the Identity Provider using WWF. 

Interoperability issues between the JavaMe Client and the Authorisation Service caused the 

following design tradeoffs: 
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¶ An intermediate .Net Framework 2.0 ASMX web service that sits as an interface 

between the WCF Attempt Manager web-service and the Mobile Client for Authorisation 

responses. 

¶ Attempt detail retrieval by the Mobile Client is done via a WCF Restful publishing of 

XML  because the length of string allowed in the Push Message sent via the SMS Centre 

is not sufficient for all the attempt details. 

4.5 Design Decisions 

4.5.1 Infrastructure Model 

Looking at the abstraction in Figure 8 it is apparent that it is a distributed metasystem and should 

appear to the User to be a single unified system (Tanenbaum & Van Steen, 2007) to achieve this 

goal the infrastructure has to be developed with future scale in mind.  For scalability reasons, the 

Secure Token Server and the Authorisation Service should be located on separate machines Fig V 

shows the hardware components that make up the meta-system. 

 

Figure 9: Hardware Infrastructure model  


