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Abstract 

Computers have become very useful tools for work, study and play. Computers can also be used 

in a more sinister manner; criminals can use computers to extract money and information out of 

businesses and computer users. They can use software known as Botnets to accomplish these 

goals. A Botnet is a collection of bots typically controlled by a bot master. A bot is a piece of 

software that conceals itself on a computer system acting on instructions received or 

programmed by the bot master(s).  Botnets are becoming more elaborate and efficient over 

time and thus the use of Botnets is growing at an exponential rate, threatening the average user 

and businesses alike.  

The aim of this thesis was to understand, design and implement a Botnet detection tool. In 

order to perform this task a thesis was produced which provides a detailed analysis and 

taxonomy of the current botnet threat. This includes botnet operations, their behaviour and 

how they infect computer systems.  Ethical considerations were encountered in this thesis 

chiefly in relation to securing the virtual environment required for testing, evaluation and 

analysis of a real botnet.  In response to this three Botnets were studied with the intention of 

ŎǊŜŀǘƛƴƎ ŀ ΨǎȅƴǘƘŜǘƛŎ ōƻǘΩ. The Botnets studied were Zeus, Stuxnet and, in particular, the 

KOOBFACE botnet on which the synthetic bot was mainly based; this bot would then be used to 

evaluate the detection software.  

The next stage was to investigate botnet detection techniques and some existing detection tools 

which were available. A prototype botnet detection software, called ΨBot ShaikerΩ, was designed 

and implemented.  This is in the form of an agent-based application capable of detecting specific 

botnet activity using network traffic and files located on the computer.  Bot Shaiker is written in 

Microsoft C# .NET, it integrates Snort, an open source IDS, to look for botnet activity on the 

network and checks Windows firewall and computers registry for traces of botnets. These 

functions are implemented in an easy to use GUI application or can be a service running on a 

userΩǎ ŎƻƳǇǳǘŜǊ.  

Using a sandboxed virtual network to evaluate Bot Shaiker and DARPA traffic, the results of the 

evaluation showed that the network signatures of Snort proved effective and efficient; however, 

the performance related heavily to the traffic volume. When receiving traffic greater than 

80Mbps the performance of Snort decreases significantly which means packets can be ignored. 

As the application is primarily designed for an end user with access to an average Internet speed 

which typically falls well below this figure, this prototype would work well in most computer 

systems.  The conclusions suggest that the prototype Bot Shaiker application is able to detect 

botnet activities from the network and host based techniques.   
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1 Introduction 

Botnets are being used increasingly to perform crimes by proxy, and can often go undetected 

within systems, waiting for a trigger event.  This thesis aims to research botnets and other 

related threats in order to develop an application designed to detect the possible activities of a 

botnet and, particularly, how it can be detected at an early stage. Along with this the thesis will 

analyse the possible data remnants that a botnet agent can leave on a machine, so that it can be 

analysed for future use. 

1.1 Background 

Botnets constitute one of the biggest current threats to the Internet as well as to individual 

computers and are growing at an alarming rate. ¢ƘŜ ǿƻǊƭŘΩǎ ǳǎŀƎŜ ŀƴŘ ŘŜǇŜƴŘŜƴŎȅ ƻƴ 

computers is growing at a very high rate and there is the potential for businesses can lose 

millions of pounds when their systems are affected. 

.ƻǘǎ ƘŀǾŜ ōŜŜƴ ŀǊƻǳƴŘ ǎƛƴŎŜ ǘƘŜ ƭŀǘŜ флΩǎ ŀƴŘ ǘƘŜȅ ǿŜǊŜ ƻǊƛƎƛƴŀƭƭȅ created to perform 

automated repetitive tasks.  One of the main uses was on IRC chat servers providing statistical 

and administrative functions.  Search engines, such as Google, also use bots to find new and 

updated websites making it possible to find the most up-to-date information easily [1]. 

It has only been in the last few years that bots have become a tool used by criminals for 

malicious purposes such as to extract credit card, banking and other information for financial 

gain [2].      

Bots accomplish this by running ambiguously on a userΩs computer. The bot is part of a 

collection of bots called a Botnet.  Botnets can be made up of thousands, potentially millions of 

bots which are typically controlled by a bot master. They command the bots to perform various 

tasks from delivering spam to stealing banking account information.  Botnets are getting more 

and more sophisticated and have infiltrated millions of personal and business computers 

including almost all of the Fortune 500 companies[3].  

The latest development is the discovery of the Stuxnet Botnet. It has concerned many security 

ŜȄǇŜǊǘǎ ŀƴŘ Ƙŀǎ ōŜŜƴ ŎŀƭƭŜŘ άƎǊƻǳƴŘōǊŜŀƪƛƴƎέ ōŜŎŀǳǎŜ ƛǘ ƛǎ ǎƻ ǎƻǇƘƛǎǘƛŎŀǘŜŘ [4].  It appears to 

have been design specifically to disrupt power grids in Iran.  One of the targets being the Iranian 

nuclear power stations. Many speculate that it must have been created with government 

backing such as Israel or the USA.  Though it has caused no reported damage yet, many fear that 

this could become a significant weapon in the new cyber warfare [5, 6].  

1.2 Aims and Objectives 

The overall aim of the thesis is to develop a system that can detect botnet activities. To meet 

this aim, the following four main objectives must be met: 
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1. Research into botnet taxonomy, current botnets and related threats. As well as 

detection methods and evaluation techniques for testing the proposed detection 

application.   

2.  Design an agent host-based system that will be able to successfully detect a bot on a 

machine. 

3. Create a synthetic bot application that is able to simulate bot characteristics, in the 

context of a botnet. 

4. Implement and evaluate the detection software created in objective 2. 

1.3 Thesis Structure 

This thesis is split into six main chapters. They are described as follows: 

¶ Chapter 1 ς Introduction: This chapter provides the thesis overview and background to 

the subject of botnets. The key aim and objectives of the thesis are also defined along 

with the thesis structure. 

¶ Chapter 2 ς Literature Review: This chapter identifies trends and provides taxonomy of 

Botnets that currently exist. It will also investigate detection methods, such as Intrusion 

Detection Systems work, and identify the different types.      

¶ Chapter 3 ς Design: Based on the findings found in the literature review, this chapter 

introduces a design for the botnet detection software together with the synthetic bot 

that will be required for the evaluation to be carried out on the detection software.  

¶ Chapter 4 ς Implementation: This chapter will implement and document the 

introduction of the detection software. 

¶ Chapter 5 ς Evaluation:  This chapter will use an evaluation technique researched in the 

Literature Review to determine the performance of the detection software. 

¶ Chapter 6 ς Conclusion: This chapter will conclude the thesis reviewing the aims and 

objectives and provide a critical analysis and comment on possible future work.   

1.4 Ethics 

There are some ethical considerations that need to be addressed concerning the design and 

implementation of the synthetic bot outlined in this Thesis.  The bot will be invisible to the user 

for the most part and will read information that is stored on the computer. To ensure the bot it 

ŘƻŜǎƴΩǘ ƛƴŦŜŎǘ ŀƴ ǳƴƛƴǘŜƴŘŜŘ ŎƻƳǇǳǘŜǊΣ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ǿƛƭƭ ōŜ ŎŀǊǊƛŜŘ ƻǳǘ ƻƴ ŀƴ ƛǎƻƭŀǘŜŘ 

network with no connection to any other networks; including the Internet. The British Computer 

Society has a code of conduŎǘ ǿƘƛŎƘ ǇǳōƭƛǎƘŜǎ ǊǳƭŜǎ ǿƘƛŎƘ ƛǘΩǎ ƳŜƳōŜǊǎ ǎƘƻǳƭŘ Ŧƻƭƭƻǿ [7]. The 

main area of these rules than concern this thesis ƛǎ ǇǳōƭƛŎ ƛƴǘŜǊŜǎǘΦ άLƴ ȅƻǳǊ ǇǊƻŦŜǎǎƛƻƴŀƭ ǊƻƭŜ ȅƻǳ 

shall have regard for the public health, safety and environment [7]έΦ          
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2 Literature Review 

2.1 Introduction 

This chapter presents a review of the research literature associated with botnet and computer 

security in order to fulfil the objective of this thesis.  This chapter is structured into three main 

sections.  

The main focal point of the review will consist of an in-depth study of the top botnets and their 

taxonomy, types of bot detection and methodologies that will be used in the evaluation.  

Conclusions will then be drawn based on the researched material.      

Social engineering is widely used in Botnets and many other areas of computing.  Social 

9ƴƎƛƴŜŜǊƛƴƎ ƛǎ ŘŜŦƛƴŜŘ ōȅ tŀǇŀŘŀƪƛ Ŝǘ ŀƭ ŀǎ άtechniques that exploit human weaknesses and 

manipulate people into breaking normal security proceduresέ [8].  An example of social 

ŜƴƎƛƴŜŜǊƛƴƎ ƛǎ ǇƘƛǎƘƛƴƎ ŜƳŀƛƭǎ ŎƭŀƛƳƛƴƎ ǘƻ ōŜ ŦǊƻƳ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ōŀƴƪ ŀƴŘ ǊŜǉǳŜǎǘƛƴƎ ǘƘŜƳ ǘƻ 

update their details.  

2.2 Botnet Taxonomy 

The Internet has become a great tool, used for work, study, entertainment and has 

revolutionised shopping through e-commerce but, increasingly, security threats have become a 

serious issue.  Many threats target users, companies and even the internet infrastructure.  

However, Botnets are currently one of the biggest threats on the Internet. Criminals or 

opportunists create them for many reasons such as to perform Denial of Service, spam and 

phishing attacks.  

Damballa [9] is a US company that protects, detects and removes botnets for enterprise 

businesses.  They have published the ten top botnets that they have encountered in 2009 as 

shown in Figure 1. [10]. The nature of botnets, as will be described, are constantly changing and 

developing and these are only the botnet they have been able to detect and classify.   
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Figure 1 - Top Botnets in 2009 

Zeus botnet was one of the biggest found in 2009 and is believed to have infected 3.6 million 

computers in the U.S. alone.  Its main function is to target login passwords for social networks 

sites, e-mail accounts and banking services.      

The general lifecycle of a bot can be split into 4 different operations or weeks.  In the first week 

infection of the computer is attempted.  Its main goal is to gather all the information it can from 

the computer; information such as passwords for websites including email, banking and social 

networking.  It uses various means for collecting information such as redirecting to phishing 

websites.  In Week 2, the bot will gather information about a local network such as a corporate 

network.  In Week 3, the bot attempts to spread by, for example, sending spam email to the 

ǳǎŜǊǎΩ ŀŘŘǊŜǎǎ ōƻƻƪΣ ƳŜǎǎŀƎŜǎ Ǿƛŀ Lƴǎǘŀƴǘ aŜǎǎŀƎƛƴƎ όLaύ ƻǊ ǘƘǊƻǳƎƘ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ 

websites.  In week 4, the bot will integrate into the main botnet and will receive commands to 

perform Denial of Service attacks and mass spamming. [11]  

2.2.1 Botnet Characteristics 

The main characteristics of a Botnet as defined by Trend Micro [12] and Jose Nazario are as 

follows:  

¶ Infection ς How botnets gain access to a computer 

¶ Attacking Behaviour ς Activity botnets produce on an infected machine  

¶ Command and Control (C&C) ς How botnets are controlled 

¶ Rallying Mechanisms ς How they find the Bot master 

¶ Communication Protocols ς Which protocols do they use  

¶ Evasion Techniques ς Methods that are used to avoid detection 

¶ Other Observables 

2.2.2 Infection 

Botnets use a wide range of approaches to infect computers. The infection component of a 

botnet is often referred to as a worm because it replicates itself to other computers. Jose 

Nazario [13] has categorised these into four main methods of infection: 

ZeusBotnet (19%)

KoobfaceBotnetB (15%)

ClickfraudBotnet (9%)

SpamfraudBotnet (8%)

MonkifBotnetA (8%)

KoobfaceBotnetD (5%)

TidservBotnet (5%)

MonkifBotnetB (4%)

KoobfaceBotnetC (4%)
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Email ς Emails are sent that contain infected attachments and if these are opened, the 

computer will be compromised.  In the past, these were easier to spot because they were from 

unknown or suspicious email addresses but, increasingly, these emails are now using social 

engineering; pretending to be from companies such as banks or from people that are known to 

the user [8]Φ  hŦǘŜƴ ǿƘŜƴ ŀ ƳŀŎƘƛƴŜ ƛǎ ƛƴŦŜŎǘŜŘ ǘƘŜ ǳǎŜǊΩǎ ŀŘŘǊŜǎǎ ōƻƻƪ ǿƛƭƭ ōŜ ǊŜŀŘ and emails 

sent to all the contacts in an attempt to increase infection [14, 15].  Figure 2 shows an example 

of a phishing email sent to people which claimed to be raising money for the Tsunami Disaster.  

It is becoming increasingly difficult to spot a genuine email from a phishing email.  

 

Figure 2 - A phishing email pretending to be from PayPal, try raise money for Tsuanmi Disaster [8] 

Link Spam ς is a URL that takes the user to malicious content.  They can be delivered via a 

variety of methods such as email, social networking sites and instant messaging but all use social 

engineering to try and convince the user that it is genuine. These messages can often appear to 

be from friends or trusted organisations but are spoofed; spoofed as in pretending to be from 

someone that it is not [16].             

Website ς Websites are often setup to look like a well-known site such as YouTube or an 

existing trusted website is hacked and malicious codes inserted.  There are two types of attacks: 

client-side attacks and exploit downloads. In a client-side attack a user visits the website, the 

malicious code will run and attempt to use several vulnerabilities on the web browser in order 

ǘƻ Ǝŀƛƴ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ƳŀŎƘƛƴŜ [17]. If vulnerability is used ǎǳŎŎŜǎǎŦǳƭƭȅΣ ǘƘŜ ǳǎŜǊΩǎ ƳŀŎƘƛƴŜ 

will be infected. The website will use several vulnerabilities because success will depend on how 

up-to-date the software is and whether third party plug-ins (such as Adobe Flash) are on the 

computer.  An exploit download is where the user is prompted to download a file.  If the user 

accepts the download the computer will execute the file and infect the machine [18, 19]. The 

website will then use social engineering to try to get the user to accept.          

Exploits ς This is similar to client-side attacks however the vulnerabilities are not limited to the 

web browser.  Infected machines will scan the network for other computers and will use a list of 

exploits or weak password attacks against any machines found. [20]       

[13]     
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2.2.3 Attacking Behaviour 

Botnets are used by their creators in many different ways. The following are some of the main 

types of activities: 

¶ Spam & Phishing emails 

¶ DDoS (Disturbed Denial of Service) Attacks 

¶ Keylogging 

¶ Click fraud 

¶ Warez 

¶ Malware 

¶ For retail 

[2, 21] 

Spam & Phishing emails 

There were an estimated 107 billion spam messages sent every day in 2009, which makes up 

87.7% of all emails. 89.5 billion (83%) of those spam emails are sent by Botnets [22].  Spam is a 

big problem not just because it is a nuisance to the user but because phishing also misleads 

them into giving confidential information such as usernames, passwords and credit card 

information. [2] Even though most spam mail is blocked or ignored by users, if only 0.0001% of 

users respond to the email that can mean more than $100 profit per day [23].  

DDoS 

Distributed Denial of Service (DDoS) attacks by botnets are a particular problem because they 

are very hard to defend against.  DoS attacks occur when a server is flooded with traffic which 

uses up all the bandwidth, meaning genuine traffic cannot reach the server.  Traditional attacks 

are easy to defend against using firewalls which block the attackersΩ IP; however as with click 

fraud, the traffic comes from too many sources.  They are usually spread all across the Internet 

which makes it virtually impossible to tell whether it is malicious or genuine traffic.  In some 

cases, the site owners can be held to ransom and have to pay to have the attack stopped. [2, 

24].  Freiling [25] has carried out research in this area in an attempt to detect and prevent DDoS 

attacks from botnets.  

Keylogging 

Botnets also gain a lot of information from any infected computers in a network.  Every piece of 

information and everything typed on an infected machine could be compromised using a 

keylogger.   A keylogger is a piece of software that records everything that is typed.  Passwords 

for websites such as PayPal and banking websites would be very profitable.   [2] 

Click Fraud 

Click fraud is where bots visit a website pretending to be genuine users and click on sponsored 

adverts purporting to make a profit for the website owner. This fraud takes money from online 
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advertising companies who pay a small amount per click.  It is hard to detect this fraud because 

each click has a different IP address because they are distributed so widely over the Internet. [2, 

26] 

Warez 

Warez is when a bot captures serials numbers and licenses for software installed on the 

machine.  Depending on which software is installed, botnet masters can sell the serial numbers 

[2].  For example, Adobe Creative Suite 5 Master Collection costs £2,706.02.   

Malware 

Botnets spread malware to increase the number of infected machines.  There are many 

methods used the most popular being email.  However, more recently, social networks and IM 

(Instant Messengers) such as facebook, twitter and msn send messages to users pretending to 

be friends.  These messages contain URLs to malicious web pages that contain exploits.  If the 

user visits the site their machine could be compromised [14, 27] . 

 

Koobface is one of the major botnets involved in this type of behaviour.  It targets Microsoft 

Windows computers and interacts with social networks, including Facebook, MySpace, Twitter 

and Bebo, ƛƴ ƻǊŘŜǊ ǘƻ ǎǇǊŜŀŘ ƛƴŦŜŎǘƛƻƴΦ  ²ƘŜƴ ŀ ŎƻƳǇǳǘŜǊ ƛǎ ƛƴŦŜŎǘŜŘ ƛǘ ǊŜŀŘǎ ǘƘŜ ǳǎŜǊΩǎ ŎƻƻƪƛŜǎ 

and then downloads the appropriate modules used to gain access to the social networks.  It 

sends out messages to friends with URL links to some sort of a video website. The video looks 

like YouTube but asks the users to install a plugin to be able to view it.  This is a Trojan and 

infects the users machine [18, 28].  This will be discussed in more detail in section 2.3.2     

Retail 

Botnets are now being sold to criminals for large sums. The buyer receives the ability to control 

part of the botnet in order to perform tasks such as the one mentioned above. An example of 

this is the Zeus botnet which is sold to criminals as a toolkit at prices ranging from $3,000 to 

$4000. Additional modules are also available such as Virtual Network Computing (VNC), which 

allows complete control of a machine and can cost $10,000 [29, 30]. The SpyEye is also available 

for $500 but it does not have all the same features and is much more limited. [11]  

2.2.4 Command and Control   

Command and Control (C&C) is the method used for communication between bots and the bot 

master.  It is also how bots are controlled. All the bots in the network communicate with the 

master server by sending data such as collected information e.g. passwords and can also receive 

commands from the server. [31] There are four main types of C&C topologies that are used by 

Botnets.  

Star ς Star topology is based upon a centralised C&C as shown in Figure 3. All bots communicate 

with the same server. The topology is simple to setup and maintain however it has a major 

weakness, as there is one single failure point.  If the C&C server is unavailable for whatever 
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reason, such as hardware or software failure or shutdown or because it is blocked by 

authorities, the botnet will be neutralised. The bots still run hidden on infected machines 

however they would be unable to receive commands and send data to the bot master 

effectively making them useless.    

 

Figure 3 ς Example Star C&C Botnet Structure 

Multi-Server ς Multi-Server topology is built upon Star topology but in this case there are two or 

more servers that the bots communicate with as shown in Figure 4. The servers also 

communicate amongst themselves in order to manage the botnet. This topology reduces the 

single failure point issue associated with star because if one server is unavailable, for whatever 

reason, the remaining servers can control the botnet.     

 

Figure 4 - Example Multi-Server C&C Botnet Structure 

Hierarchical ς Hierarchical topology uses a subordinate structure employing bot agents as 

proxies in order to distribute commands to the entire botnet, as shown in Figure 5. The 

advantage of this is that a single bot does not know the location and number of the whole 

Internet

Command & Control 

Server

Bot

Bot

Bot

Bot

Bot

Bot Master

Internet

Command & Control 

Servers

Bot

Bot Master

BotBot Bot

Bot



06015008 SOC10101 

 

A. Shaikh - BEng (Hons) Computer Networks & Distributed Systems  

 
19 

botnet.  However, the disadvantage is that because there is no direct contact with every bot 

there can be a great deal of command latency.     

 

Figure 5 ς Example Hieratical C&C Botnet Structure 

Random ς Random topology has no centralised structure; bots are aware of all bots in the 

botnet and communicate directly rather than going via a server, as shown in Figure 6.  An 

example of this is peer-to-peer (p2p) [32].  Commands in a p2p structure are introduced to a bot 

in the botnet and it is then propagated to all the other agents. The advantage of this structure is 

that it is very hard to shut down because there is no centralised C&C server but the weaknesses 

are that communication can be unpredictable causing latency in the commands being received 

and the IP address for the whole botnet can be exposed.       

 

Figure 6 - Example P2P C&C Botnet Structure 

[33, 34] 
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Hard coded IP addresses of C&C servers are embedded in the bots binary files. This type of rally 

mechanism is very easy to detect and block using firewalls and because of this, recent bots do 

not use this method.   

Dynamic DNS Domain Name, a bot master buys a domain name and the bots use this domain to 

obtain the IP address of a C&C server. This has become more widely used because authorities 

can often shutdown botnet C&C servers.  With this method the bot master can setup a new 

server and update DNS to point to the new server.  Domain Flux can also be used by this method 

which will be discussed further in Section 2.2.7 in relation to evasion methods 

Distributed DNS Service is when a bot master runs their own DNS server which resolves the IP 

addresses of the C&C servers.   Bots have the IP address of the DNS Server hard coded in the 

binary files.  This method is the most difficult to detect     

2.2.6 Communication Protocols 

The Communication Protocol of a Botnets describes how the bot and the C&C server talk to 

each other. Depending on which protocol is used, determines the layout and format of the 

communication. It is used to send stolen data to the C&C server and receive commands from the 

bot master. The communication traditionally was via Internet Relay Chat (IRC) protocols [35]. 

The bot would join a private IRC server, normally protected with a password, and the bot 

monitors the IRC channel for commands [12]. Secure Socket Layer (SSL) [36]  can also be used on 

IRC to encrypt the data and commands in order to avoid detection.  

More recent bots use Hyper Text Transfer Protocol (http) because many firewalls, especially 

corporate networks, block most other traffic preventing communication with the C&C.  Nearly 

all networks allow HTTP because it is used for accessing the World Wide Web (WWW).  An 

example of a botnet that uses HTTP is Torpig [37].  

Some of the latest botnets have also adopted a p2p protocol that use a random topology as 

discussed in 2.2.4, which does not have a single point of contact.  They are more difficult to 

detect and even harder to shut down. Spybot and Agobot botnet are examples of p2p botnets 

[32].  

IRC is still the most popular protocol [13] by far because of the vast amount of material and 

scripts available online, thereby enabling the bot master to focus more on programming other 

features of the botnet. 

2.2.7 Evasion Techniques 

With the increase in awareness of botnets, the bot masters have modified their techniques and 

methods to avoid detection.  They are described as follows: 

¶ Encrypted traffic 

¶ Domain Flux 

¶ Rootkits 
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Encrypted traffic - Earlier bots as previously stated, use covert channels on standard Internet 

Relay Chat Protocol [35] to communicate with the Command and Control server. This form of 

communication is visible in plaintext and is fairly easy to detect using an Intrusion Detection 

System.  Newer bots use alternative protocols such as http and some use more secure protocols 

such as Hypertext Transfer Protocol Secure (HTTPS).  Http is a good protocol to use because it is 

typically very common on a network which makes it difficult to filter for bot traffic.  In addition 

the use of https encrypts the commands making it difficult to detect or monitor.     

Domain Flux - is another method used by many botnets in order to avoid detection; they do this 

by changing the point of contact. It generates a list of domain names commonly using Domain 

Generation Algorithms (DGA) that it will contact depending on the date and time.  This is very 

effective because it makes it very difficult to shutdown, or block, the C&C server because the 

point of contact changes on a regular basis.  [37] 

Rootkits - Many people and manufacturers are becoming more security conscious ensuring that 

anti-virus software is either pre-installed or bought separately. However, pre-installed anti-virus 

measures are usually only trials and expire if they are not subsequently purchased by the user 

leaving the machine unprotected or owners leave it too late before purchasing appropriate 

security packages.  Bot masters use software known as rootkits that hide the fact that a system 

has been compromised. Rootkits, such as mebroot [38], avoid detection from antivirus software 

by using various techniques such as modifying boot records so that, when the computers boot 

up, it makes itself start before the antivirus can. They are not malicious on their own; however, 

when combined with a virus or bot, they are very effective at avoiding detection. The Torpig [37] 

ōƻǘƴŜǘ ǳǎŜŘ ƳŜōǊƻƻǘ ǘƻ ǎǇǊŜŀŘ ƛǘΩǎ ƛƴŦŜŎǘƛƻƴ ŀƴŘ ǎǘŀȅ ƘƛŘŘŜƴ ƻƴ ǘƘŜ ǳǎŜǊǎΩ ƳŀŎƘƛƴŜΦ  

2.2.8 Future Botnet Threats 

A possible future use of botnets could be in Cloud Computing. Cloud Computing is where the 

software is run and processed on servers on the internet rather than on the local machine; 

similar to the old style terminals and mainframe computers but over the internet. The server, 

known as the cloud, can have thousands of servers all running as one.   The cloud is usually 

accessed via a the Web browser and can be used to run individual applications, servers or whole 

network infrastructures [39, 40]. Bot masters could leverage the power of the cloud to create 

virtual computers and virtual networks containing their bots. The Amazon Elastic Compute 

Cloud is an example of a cloud which is available to the public and can be used to create and run 

virtual machines at a very small cost. It allows up to 100 virtual computers per account and a 

botnet master could create several accounts, possibly using stolen credit cards.  Once the bots 

are setup the master could carry out activities such as DDoS or click fraud and then delete the 

accounts making it very hard to trace. [41]      

2.3 Analysis of Botnets 

An analysis of three common bots will be performed to enable the design and implementation 

of a synthetic bot.  Zeus, KOOBFACE and Storm have been selected which will allow for a wide 

analysis of botnets of different sizes and different characteristics and will use the knowledge 

gained about botnet characteristics from the taxonomy section.    
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2.3.1 Zeus/Zbot 

Zeus, also known as Zbot, is currently one of the most popular botnets as shown in section 2.2.  

hƴŜ ƻŦ ǘƘƛǎ ōƻǘƴŜǘΩǎ Ƴŀƛƴ ƻōƧŜŎǘƛǾŜǎ ƛǎ ǎǘŜŀƭƛƴƎ ŀŎŎƻǳƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ōȅ targeting online banking 

ǿŜōǎƛǘŜǎ ŀƴŘ tŀȅtŀƭ ōȅ ǊŜŘƛǊŜŎǘƛƴƎ ǳǎŜǊǎ ǘƻ ǇƘƛǎƘƛƴƎ ǿŜōǎƛǘŜǎ ƛƴ ƻǊŘŜǊ ǘƻ ƻōǘŀƛƴ ǘƘŜ ǳǎŜǊΩǎ 

password.  

It targets Windows based computers and has private commercial and free public toolkits 

available for criminals to use the power of the botnet.  Currently, private versions can cost 

between $3000 and $4000 [11, 29, 30] but public versions are free.  Public toolkits are just older 

versions of the private toolkit. The private toolkit also offers additional modules that provide 

other features such as backdoors and VNC support. A screenshot of the Zeus control panel is 

shown in Figure 7. The latest release is 1.4 which adds three main new features: Web Injects for 

Firefox, new encryption for configuration files making it more difficult to decrypt and randomly 

generated file names, making it more difficult to identify infection [30]. 

x  

Figure 7 - Zeus Control Panel Version 1.2.4.2 [30] 

The communication protocol used is HTTP, specifically HTTP POST requests to send stolen data 

and retrieve commands from the C&C server [30, 42].  All data packets are encrypted using RC4 

encryption to avoid detection as described in 2.2.7.  [43]     

2.3.2 KOOBFACE 

KOOBFACE was first detected in December 2008 [44] and is a botnet that spreads via social 

networking sites such as Twitter, Facebook and MySpace [45, 46] targeting Windows based 

computers. The bot is made up of several different components to perform its operations. One 

of the main components is the KOOBFACE downloader which infects the machine. It pretends to 

be a fake Adobe flash player that is required to watch a video on a website and will mimic 

YouTube or Facebook as shown in Figure 8. This infection method uses social engineering to 

tempt the user to install the malicious software onto their computer. 
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Figure 8 - KOOBFACE Downloader 

When the bot first runs the KOOBFACE downloader it reads the cookies on the machine to 

identify which social networking sites the user is a member of.  The social network propagation 

component is then downloaded from a location specified by the C&C server.  It is made up of 

several different binaries, one for each particular social networking website, only downloading 

the ones used by the user.  This component is responsible for sending the malware to the social 

networking sites. It uses the existing user session to access their account and posts public and 

private messages to their friends with a URL to KOOBFACE Downloader [16, 18]. These links are 

normally obscured using services such as Tiny URL to make them look more genuine.        

Other components include: 

¶ Web Server ς Opens port 80 on the computer and serves as a distribution for KOOBFACE 

components and to host the website which leads to KOOBFACE Downloader as shown 

above in Figure 8.    

¶ CAPTCHA Breakers ς Completely Automated Public Turing test to Computers and 

Humans Apart (CAPTCHA) created by Carnegie Mellon University [47]. It is designed, as 

the name suggests, to test if a user or computer is entering data.  CAPTCHA are used on 

websites such as Yahoo and Google to stop computer programs from creating accounts 

or posting spam messages automatically, an example of a CAPTCHA is shown in Figure 9. 

Computers find this very difficult to read because it uses misshaped letters; however, 

humans can still usually recognise the text. KOOBFACE does not solve a CAPTCHA image 

but forces infected users to solve them.  A message is displayed on the screen stating the 

computer will shut down if the CAPTCHA is not solved. These CAPTCHA are sent by the 

C&C server which gives the user three minutes to solve them; however, it does not 

actually shutdown the usersΩ computers but does disrupt the users from doing any other 

tasks [19, 48] 












































































































