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Abstract

Computers have become very useful tools for work, study and @lagputers can also be used
in a more sinistemanner;criminalscanuse computergo extract money and information out of
businesses and computer usefiheycanuse software known as Botnets to accomplish these
goals.A Botnetis a collection of botsypically controlled bya bot master A botis a piece of
software that conceals itselfon a computer systemacting on instructions received or
programmed by the bot master(s)Botnets are becoming morelaborate and efficient over
time and thus the use ddotnetsis growing at @ exponential ratethreatening the average user
and businesses alike.

The aim of thighesiswas to understand, design and implement a Botnet detection tool.
order to perform this tak a thesis was produced which providesa detailed analysisnd
taxonomy of the current botnetthreat. This includedotnet operatiors, their behaviourand
how they infect computer systems Ethical considerations wereencourtered in this thesis
chiefly in relation to securing the virtual envimmment required for testing, evaluation and
analysis of aeal botnet In responseo this three Botnetswere studiedwith the intention of
ONBI Ay 3 | Qe Betriets Stidle® wedZeus, Stuxnet andn particular the
KOOBFAUQtHtnet onwhich the synthetic bot wamainlybased this bot would then be used to
evaluate the detection software.

The next stag&vas toinvestigae botnet detectiontechniquesand someexisting detectiortools
which wereavailable A prototype botnet detection software calledBot ShaikeRwas designed
and implemented This is in the form of aagentbasedapplicationcapable of detectingpecific
botnet activityusing network traffic and files located on the comput@&ot Shaiker is written in
Microsoft C#.NET it integrates Snort, & open source IDSo look for botnet activity on the
network and checksWindows firewall andcomputersregistry for traces ototnets. These
functions are implemented in an easy tise GUbpplicationor canbe a service running on a
useQad O2.YLJzi SNJ

Usinga sandboxedirtual network to evaluatdBot Shaikeand DARPA traffithe results of the
evaluation showed that the network signatures of Srodvedeffectiveand efficient however,
the performancerelated heavily to the traffic volume.When receivingtraffic greater than
80Mbpsthe performance of Snorecreasesignificantlywhich meangacketscan beignored
As the application is primarily designed forend userwith access to aaverage Internet speed
which typically falls well below this figurethis prototype would work well in most computer
systems The conclusios suggesthat the prototype Bot Shaikeapplicationis able to detect
botnet activitiesfrom the network and host based techniques

A. Shaikh BEng (Hons) Computer Networks & Distributed Systems 10
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1 Introduction

Botnets are being used increasingly to perform crimes by proxy, and can often go undetected
within systems, waiting for a trigger event. Thigesisaims to research botnets and other
related threats in order to develop an application designed to detect the possible activities of a
botnet and, particularly, how it can be detected at an early stage. Along with thighésgswill
analyse the possibldata remnants that a botnet agent can leave on a machine, so that it can be
analysed for future use.

1.1 Background

Botnets constitute one othe biggest current threat to the Internet as well as to individual

computers and are growing at an alarming raeKS g2 NI RQa dzal 3S +yR
computers isgrowing at a very high rate anhere is the potential forbusinesses can lose

millions of pounds when their systems are affected.

.20a KIFE@S 0SSy INRBdzyR &aAyOS  krBatedtb pefornthbn Qa |
automated repetitive tasks. One of the main usesson IRC chat servers providing statistical

and administrative functions. Search engines, such as Google, also use bots to find new and
updated websites making it possiblefind the most upto-date information easily1].

It has only been in thdast few years that bots have become a tool used by criminals for
malicious purposes such as to extract credit card, banking and other information for financial
gain[2].

Bots accomplish this by running ambiguously on a @seomputer. The bot is part of a
collection of bots called a Botnet. Botnets can be made up of thousaotntially millions of

bots which are typicallyontrolled by a bot masterTheycommandthe bots to perform various
tasks from delivering spam to stealing banking account information. Botnets are getting more
and more sophistated and have infiltrated millions of personal and business computers
including almost all of the Fortune 500 compafns

The latest development is the discoverf/the Stuxnet Botnet. It hasoncerned many security
SELISNIA&A YR KIFa 0SSy OFffSR d3INP4z/RapeBdtd Ay €
have been design specifically to disrupt power grids in Iran. One of the tdrgietgthe Iranian

nuclear power statiors. Many speculate that it must have been created with government
backing such as Israel e USA Though it has caused neported damage yet, many fear that

this could become a significant weapon in the new cyber waiaré).

1.2 Aims and Obijectives

The overall aim of théhesisis to develop a system that can detect botnet activities. To meet
this aim, the following four main objectives must be met:

A. Shaikh BEng (Hons) Computer Networks & Distributed Systems 11
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1. Research into botnet teonomy, current botnets and related threats. As well as
detection methodsand evaluationtechniques for testing the proposed detection
application.

2. Design an agent hostased system that will be able to successfully detect a bot on a
machine.

3. Create asynthetic bot application that is able to simulate bot characteristicghe
context of a botnet

4. Implement and evaluate the detection software created in objective 2.

1.3 Thesis Structure

This thesis is split into six main chapters. They are describedl@sgo

1 Chapter 1¢ Introduction: This chapter provides thbesisoverview and background to
the subject of botnets. The key aim and objectives of tthesisare also defined along
with the thesis structure.

1 Chapter 2¢ Literature Review: This chapter iddies trends and provides taxonomy of
Botnets that currently exist. It will also investigatetection methods, such dstrusion
Detection Systems work, and identify the different types.

1 Chapter 3¢ Design: Based on the findings found in therlture review, this chapter
introduces a design for the botnet detection software together with the synthetic bot
that will be required for the evaluation to be carried out on the detection software.

1 Chapter 4 ¢ Implementation: This chapter will implemenand document the
introduction of the detection software.

1 Chapter 5¢ Evaluation: This chapter will use an evaluation technique researched in the
Literature Review to determine the performance of the detection software.

1 Chapter 6¢ ConclusionThis chaptr will conclude thethesisreviewing theaims and
objectives and provide a critical analysis and comment on possible future work.

1.4 Ethics

There are some ethical considerations that need to be addressed concerning the design and
implementation of the synthetic bot outlined in this Thesis. The bot will be invisible to the user

for the most part andwill read informationthat is stored on the computer. To ensure the bot it
R2SayQid AyFSOU +y dzyAyGidSYyRSR O02YLJziSNE GKS AY
network with no connection to any other networks; including the Interfidte British Computer

Society has a code of comdui ¢ KA OK LJdzof A aKSa& NMzZ Sa [7pRk OK AlC
main area of these rules than concern tthigsish & LJdzof AO Ay GSNBaldd® aLy @32
shall have regard for the public health, safety and environnjiéjit ®

A. Shaikh BEng (Hons) Computer Networks & Distributed Systems 12
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2 Literature Review

2.1 Introduction

This chapter presents a review of the research literature associated with botnet and computer
security in order to fulfil the objective of this thesis. This chapter is structured into three main
sections.

The main focal point of the reviewilvconsist of an irdepth study of the top botnets and their
taxonomy, types ofbot detection and methodologiesthat will be used in the evaluation.
Gonclusiors will then be drawn based on the researched material.

Social engineering iwidely usedin Botnets and many other areas of computing. Social
9YIAAYSSNAY3I A& RSTAghriques that explditihinar vieak$esseslafid | &
manipulate people into breaking normal security proceddré8]. An example of social
SYaAySSNAYy3I A& LKAAGKAY3I Syliata OtFAYAy3d (2 oS
update their details.

2.2 Botnet Taxonomy

The Internet has become a great tool, used for work, study, entertainment and has
revolutionised shopping through-@mmerce but, increasingly, security threats have become a
serious issue. Many threats target users, companies and even the internettinétase.
However, Botnets are currently one of the biggest threats on the Internet. Criminals or
opportunists create them for many reasons such as to perform Denial of Service, spam and
phishing attacks.

Damballa[9] is a US company that protects, detects and removes botnets for enterprise
businesses. They have published the ten top botnets that they have encountered in 2009 as
shownin Figurel. [10]. Thenature of botnets, as will be described, are constantly changing and
developing and these are only tihetnet they havebeen able to dtectand classify

A. Shaikh BEng (Hons) Computer Networks & Distributed Systems 13
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m ZeusBotnet (19%)

m KoobfaceBotnetB (15%)

m ClickfraudBotnet (9%)

m SpamfraudBotnet (8%)

m MonkifBotnetA (8%)

m KoobfaceBotnetD (5%)
TidservBotnet (5%)
MonkifBotnetB (4%)
KoobfaceBotnetC (4%)

Figurel - Top Botnets in 2009

Zeus botnet was one of the biggest found in 2009 anoelieved to have infected 3.6 million
computers in the U.S. alone. Its main function is to target login passwords for social networks
sites, email accounts and banking services.

The general ldcycle of a bot can be split into 4 different operations or weeks. In the first week
infection of the computer is attempted. Its main goal is to gather all the information it can from
the computer; information such as passwords for websites includinglebeanking and social
networking. It uses various means for collecting information such as redirecting to phishing
websites. In Week 2, the bot will gather information about a local network such as a corporate
network. In Week 3, the bot attempts to igad by, for example, sending spam email to the
dzZASNBQ | RRNBaa o06221Z VYSaal3asSa gAl Lyadl yd
websites. In week 4, the bot will integrate into the main botnet and will receive commands to
perform Denial of Servicdtacks and mass spammind.1]

2.2.1 Botnet Characteristics
The main characteristics @af Botnet as defined by Trend Micfd2] and Jose Nazario are as
follows:

Infection¢ How botnets gain access to a computer

Attacking Behavioug Activity botnets produce onrainfected machine
Command ancontrol (C&CJ How botnets are controlled

Rallying MechanismsHow they find the Bot master
Communication Protocols Which protocols do they use

Evasion TechniquesMethods that are used to avoid detection

1 Other Observables

=4 =4 4 4 4 2

2.2.2 Infection

Botnets use a wide range of approaches to infect computers. The infection component of a
botnet is often referred to as a worm becauserdplicatesitself to other computers. Jose
Nazario[13] has categorised these into four main methods of infection:

A. Shaikh BEng (Hons) Computer Networks & Distributed Systems 14
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Email ¢ Emails are sent that contain infected attachments ahdhese are openedthe

computer will be compromised. In the past, these were easier to spot because they were from
unknown or suspicious email addresses but, increasingly, these emails are now using social
engineering; pretending to be from companiesBlas bankesr from people that are known to

the user[8]® hFGSy 6KSYy | YIFOKAYS Aad AyTFéddmdiB GKS
sentto all the contacts in an attempt to increase infectigd, 15]. Figure2 shows an example

of a phishing email sent to people whictaimed to be raising money for the Tsunami Disaster.

It is becoming increasingly difficult to spot a genuine email from a phishing email.

Subject: Contribute to the Tsunami Disaster Relief Effort
From: Contibute Paypal

PayPRall Sizn Up | Log In| Help

Contribute to the Tsunami Disaster Relief Effort

We ot Pa il wish to,express onr profound sorrow

over the suffering and loss of e resultng from the Mskeiationatiohito the
T : S Tsunami Relief Effort

carthquakes and tounamiin South Asia and Aftica b paybal

You can help those affected by this disaster by :

donating directly to UNICEF's Tsunami Disaster

Relief effort using your PayPal account

UNICEF works to bring relief to all disaster unic ef (<))
Victims, particularly women and children who are
the most vulnerable. The organization is working
closely with the governments in al the countries
affected by this disaster to combat the spread of
disease and ensure that the victims have immediate
access to fresh water, food, shelter, medical care

UNICEF is rushir
t

and supplies. Visit wiww.unicefusa.org to learn
more about UNICEF's Tsunami Disaster Relief
effort:

Total Collected: $731,481.18 USD
contributed by 15568 donors

Figure2 - A phishing email pretending to be from PayPal, try raise money for Tsuanmi Dis§8}ter

Link Spamg is a URL that takes the user to malicious content. They can be delivered via a
variety of methods such as email, social networking sites and instant messaging but all use social
engineering to try and convince the user that it is genuine. These messageoften appear to

be from friends or trusted organisations but are spoofed; spoofed as in pretending to be from
someone that it is nofl16].

Website ¢ Websites are often setup to look like a wkliown site such as YouTube an

existing trusted websités hacked and malicious codes inserted. There are two types of attacks:
clientside attacks and exploit downloads. In a clisite attacka user visits the website, the

malicious code will run and attempt to use several vulnerabilities on the web browsader

G2 3ALAy | 00Saa [17. If lukSabilizsistshida @#z00SARNFYA t 8> G KS dz
will be infected. The website will use several vulnerabilities because success will depend on how
up-to-date the software is and whether third party phigs (such as Adobe Flash) are on the
computer. An exploit downad is where the user is prompted to download a file. If the user

accepts the download the computer will execute the file and infect the macii8el9]. The

website will then use social engineering to try to get the user to accept.

Exploits¢ This is similar to cliergide attackshowever the vulnerabilities are not limited to the
web browser. Infected machines will scan the network for other computers and will use a list of
exploits or weak password attacks against any machines f¢aag.

[13]
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2.2.3 Attacking Behaviour
Botnetsare used by their creators in many different ways. The following are some of the main
types of activities:

Spam & Phishing emails

DDoS (Disturbed Denial of Service) Attacks
Keylogging

Click fraud

Warez

Malware

For retail

=A =4 =4 4 A4 A

[2,2]]
Spam & Phishing emails

There were an estimated 107 billi@pammessages sergvery dayin 2009, which makes up
87.7% of all emails. 89.5 billion (83%) of those spam emails are sent by H@@jetSpam is a

big problem not just because it is a nuisance to the user but because phishing also misleads
them into giving confidetial information such as usernames, passwords and credit card
information. [2] Even though most spa mail is blocked or ignored by users, if only 0.0001% of
users respond to the email that can mean more than $100 profit pef 2@y

DDoS

Distributed Deniabf Service (DDoS) attacks by botnets are a particular problem because they
are very hard to defend agah DoS attacks occur when a server is flooded with traffic which
uses up all the bandwidth, meaning genuine traffic cannot reach the server. Traditional attacks
are easy to defend against using firewalls which block the atta@drsowever as with click
fraud, the traffic comes from too many sources. They are usually spieadross the Internet
which makes it virtually impossible to tell whether it is malicious or genuine traffic. In some
cases, the site owners can be theéb ransom and have to pay to have the attack stopg@d.

24]. Freilind25] has carried out research in this area in an attempt to detect predvent DDoS
attacks from botnets.

Keylogging

Botnets also gain a lot of information from any infected computers in a network. Every piece of
information and everything typed on an infected machine could be compromised using a
keylogger. A keylogges a piece of software that records everything that is typed. Passwords
for websites such as PayPal and banking websites would be very profit&le.

Click Fraud

Click fraud is where bots visit a website pretending to be genuine users and click on sponsored
adverts purporting to make a profit for the website owner. This fraud takes money from online
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advertising companies who pay a small amount per click. It is hard to detect this fraud because
each click has a different IP address because they are distributed so widely over the If&rnet.
26]

Warez

Warez is when a bot captures serialsmbers and licenses for software installed on the
machine. Depending on which software is installed, botnet masters can sell the serial numbers
[2]. For example, Adobe Creative Suite 5 Master Collection costs £2,706.02.

Malware

Botnets spread malware to increase the number of infected machines. There are many
methods used the most popular being email. Hweer, more recentlysocial networks and IM
(Instant Messengers) such as facebook, twitter and msn send messages to users pretending to
be friends. These messages contain URLs to malicious web pages that contain exploits. If the
user visits the site theimachine could be compromiséii4, 27] .

Koobface is one of the major botnets involved in this type of behaviour. detarMicrosoft

Windows computers and interacts with social networks, including Facebook, MySpace, Twitter
andBeboA Y 2NRSNJ (2 &ALINBIR AYyTFSOGA2yo® 2 KSy | 02Y
and then downloads the appropriate modules used tongaccess to the social networks. It

sends out messages to friends with URL links to some sort of a video website. The video looks

like YouTube but asks the users to install a plugin to be able to view it. This is a Trojan and
infects the users machinj@8, 28]. This will be discussed in more detail in secBd2

Retail

Botnets are now being sold to criminals for large sums. The buyer receives the ability to control
part of the botnetin orderto perform tasks such as the one mentioned abo&a.exampleof

this is the Zeus botnetvhichis sold to criminals as a toolkit at prices ranging from $3,000 to
$4000. Additional modules are also available sucNiasial Network ComputingNG, which
allows complete control of a machirmadcan cost $10,00(29, 30]. The SpyEye is also available
for $500 butit does not have all the same featurasd is much more limited11]

2.2.4 Command and Control

Command and Control (C&C) is the method used for communication between bots and the bot
master. It is also how bots are controlled. All the bots in the network communicate with the
master serveby sending data such as collected information e.g. passsvandicanalso receive
commands from the serve[31] There are four main types @&C topologies that are used by
Botnets.

Starg Star topology is based upon a centralised C&C as shokigune3. All bots communicate
with the same server. The topology is simple to setup and maintain however it has a major
weakness, as there is one single failure point. If the C&C server is unavailable for whatever
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reason, such as hardware or software failure or shutdownbecause it isblocked by
authorities, the botnet will be neutralised. The bots still run hidden on infected machines
however they would be unable to receive commands and send data to the bot master

effectively making them useless.
Command & Control &
Server

Bot Master

Bot Bot Bot

Figure3 ¢ Example Star C&C Botnet Structure

Multi-Serverg Multi-Server topology is built upon Star topology uthis casdghere are two or
more servers that the bots communicate with as shown Figure 4. The servers also
communicate amongst themselvés orderto manage the botnet. This topology reduces the
single failure point issuassociatedvith star because if one server is unavailalite whatever
reason, the remaining servers can control the botnet.

&

Bot Master

Command & Control
Servers

Internet

Bot Bot Bot
Figure4 - Example MultiServer C&C Botnet Structure

Hierarchical¢ Hierarchical topology uses a subordinate structure employing bot agents as
proxies in order to distribute commands to the entire botnet, as showrFigure5. The

advantage of this is that a single bot does not know the location and number of the whole
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botnet. However, the disadvantage is that because there is no direct contact with every bot
there can be a great deal of commaladency.

Botnet C&CServer

Figure5 ¢ Example Hieratical C&C Botnet Structure

Random¢ Random topology has no centralised structure; bots are aware of all bots in the
botnet and communicate directly rather than going via a server, as showsigiure6. An
example of this is pedo-peer (p2p)[32]. Commands in a p2p structure are introduced to a bot

in the botnet and it is then propagated to all the other agents. The advantage of this structure is
that it is very hard teshut downbecause there is no centradid C&C server but the weaknesses
are that communication can be unpredictable causing latency in the commands being received
and the IP address for the whole botnet can be exposed.

Figure6 - Example P2P G&Botnet Structure

[33,34]

2.2.5 Rallying Mechanisms
The Rallying Mechanism defines how the bot is able to locate the C&C server(s). There are

three main methods.
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Hard codedP addressesf C&C servers are embedded in the bots binary files. This type of rally
mechanism is very easy to detect and block using firewalls and because of this, recent bots do
not use this method.

Dynamic DNS Domain Nama bot master buys a domamame and the bots use this domain to
obtain the IP address of a C&C server. This has become more widely used because authorities
can often shutdown botnet C&C servers. With this method the bot master can setup a new
server and update DNS to point teet new server. Domain Flux can also be used by this method
which will be discussed further in Sectidr2.7in relation to evasion methods

Distributed DNS Servicss when a bot master runs their own DNS server which resolves the IP
addresses of the C&C servers. Bots have the IP address of the DNS Server hard coded in the
binary files. This method is the most difficult to detect

2.2.6  Communic&on Protocols

The Communication Protocol of a Botnets describes how the bot and the C&C server talk to
each other. Depending on which protocol is used, determines the layout and format of the
communication. It is used to send stolen data to the C&C sameéreceive commands from the

bot master. The communication traditionally was via Internet Relay Chat (IRC) psdtefsiol

The bot would join a private IRC server, normally protected with a passwonr the bot
monitors the IRC channel for commaridg]. Secure Socket Layer (S8B) can also be used on

IRC to encrypt the data and commarndsrderto avoid detection.

More recent bots use Hyper Text Transfer Protocol (http) because many firewalls, especially
corporate networksblock most other traffic preventing communication with the C&C. Nearly

all networks allow HTTP because it is used for accessing the World Wide Web (WWW). An
example of a botnet that uses HTTP is Tofpf.

Some of the latest botnets have also adopted a p2p protocol that use a random topology as
discussed ir2.2.4 which does not have a single point of contact. They are more difficult to
detect and even harder tshut down Spybot and Agobot botnet are examples of p2p botnets
[32].

IRC is still the most popular protoddi3] by far because of the vast amount of material and
scripts available online, thereby enabling the bot master to focus marerogramming other
features of the botnet.

2.2.7 Evasion Techniques
With the increase in awareness of botnets, the bot masters have modified their techniques and
methods to avoid detection. They are described as follows:

1 Encrypted traffic
1 Domain Flux
1 Rootkits
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Encrypted traffic- Earlier bots as previously stated, use covert channels on standard Internet
Relay Chat Protoc@85] to communicate with the Command and Control server. This form of
communication is visible in plaintext and is fairly easy to detect using an ibrriBetection

System. Newer bots use alternative protocols suchtgsand some use more secure protocols

such as Hypertext Transfer Protocol Secure (HTTPS). Hittp is a good protocol to use because it is
typically very common on a networkhich makes it difficult to filter for bot traffic. In addition

the use of https encrypts the commands making it difficult to detect or monitor.

Domain Flux isanother method used by many botnets in order to avoid detection; they do this
by changinghe point of contact. It generates a list of domain names commonly using Domain
Generation Algorithms (DGA) that it will contact depending on the date and time. This is very
effective because it makes it very difficult to shutdown, or block, the C&C rsbegause the

point of contact changes on a regular bagi37]

Rootkits- Many people and manufacturers are becoming more security conseiosisring that
anti-virus software is either prénstalled or bought separately. Howey@re-installed antivirus
measures are usually only trials and expire if they are not swesgty purchased by the user
leaving the machine unprotected awners leave it too late before purchasing appropriate
security packages. Bot masters use software known as rootkits that hide the fact that a system
has been compromised. Rootkits, suchnabroot[38], avoid detection from antivirus software

by usingvarious techniques such as modifying boot records so that, when the computers boot
up, it makes itself start before the antivirus can. They are not malicious on their own; however,
when combined with a virus or bot, they are very effective at avoidingaliete. The Torpi37]

020y St dzaSR YSOoONR2G G2 aLINBIR AlQa AyFTFSOGAz2y

2.2.8 Future Botnet Threats

A possible future use of botnets could be in Cloud Computing. Cloud Computing is where the
software is run and processed on servers on the internet rather than on the local machine;
similar to the old style terminals and mainframe computers but over therinet. The server,
known as the cloud, can have thousands of servers all running as one. The cloud is usually
accessed via a the Web browser and can be used to run individual applications, servers or whole
network infrastructureq39, 40]. Bot masters could leverage the power of the cloud to create
virtual computers and virtual networksontaining their bots. The Amazon Elastic Compute
Cloud is an example of a cloud which is available to the public and can be used to create and run
virtual machines at a very small cost. It allows up to 100 virtual computers per account and a
botnet mastercould create several accounts, possibly using stolen credit cards. Once the bots
are setup the master could carry out activities such as DDoS or click fraud and then delete the
accounts making it very hard to tradd.1]

2.3 Analysis of Botnets

An analysis of three common bots will be performed to enable the design and implementation
of a synthetic bot. Zeus, KOOBFACE and Storm have been selecteavitattbw for a wide
analysis of botnet®f different sizes and different characteristics and will use the knowledge
gained about botnet characteristics from the taxonomy section.
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2.3.1 Zeus/Zbot

Zeus, also known as Zbag currently one of the most popular botnets as shown in se@i@n

hyS 2F GKA& 02G4ySiQa YIAY 202 &Qeting@dide bdnkinga i St f |
gSoarisSa FyR tl&tlf 08 NBRANBOGAYZ3 dzaSNABR (2 |
password.

It targets Windows based computers and has private commercial and free public toolkits
available for criminals to use the powef the botnet. Currently, private versions can cost
between $3000 and $400Qa1, 29, 30] but public versions are free. Public toolkits are just older
versions of the private toolkit. The private toolkit also offers additional modules that provide
other features such as backdoors and V@pport. A screenshot of the Zeus control panel is
shown inFigure?. The latest release is 1.4 which adds three main new features:|yetis for
Firefox, new encryption for configuration files making it more difficult to decrypt and randomly
generated file namesnaking it more difficult to identify infectiof80Q].

Informason:

0;!1 ;::":e,(‘-m 2010 Tosal repos 1 Gatadase 551 452
GMT time: 174413 Time of first activity 12.10.2009 18:00:18
Staisscs: Total bots 1827
Total active bots In 24 hours: 0.00%-0
e Mnmal version of Bot 127.11
os Maximal version of bot 12716
Botnet: z
Bots
Scrpts
Reports:
Search in database
Search n Nes
System:
=ioamaton
Optons
User
Usens
X Logout

Figure7 - Zeus Control Panel Version 1.2.430)

The communication protocol used is HTTP, specifically HTTP POST requests to send stolen data
and retrieve commands frorthe C&C servef30, 42]. All data packets are encrypted using RC4
encryption to avoid detection as described212.7. [43]

2.3.2 KOOBFACE

KOOBFACE was first detected in December 2888and is a botnet that spreads via social
networking sites such as Twitter, Facebook and MySpdbe46] targeting Windows based
computers. The bot is made up of several different components to perform its operations. One
of the main compnents is theKOOBFACE downloader which infects the machine. It pretends to
be a fake Adobe flash player that is required to watch a video on a website and will mimic
YouTube or Facebook as shownFigure8. This infection method uses social engineering to
tempt the user to install the malicious software onto their computer.
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Figure8 - KOOBFACE Downloader

When the bot first runs the KOOBFACE downloader it reads the cookies on the machine to
identify which social networking sites the user is a member of. The social network propagation
component is then downloaded from a location specified by the C&C setvé&s.made up of
several different binaries, one for each particular social networking website, only downloading
the ones used by the user. This component is responsible for sending the malware to the social
networking sites. It uses the existing usession to access their account and posts public and
private messages to their friends with a URL to KOOBFACE Dowrjlb@ded]. These links are
normally obscured using services such as Tiny URL to make them look more genuine.

Other components include:

1 Web Server, Opens port 80 on the computer and serves as a distribution for KOOBFACE
components and to host the website which leads to KOOBFACE Downloader as shown
above inFigure8.

1 CAPTCHA Breakegs Completely Automated Public Turing test to Computers and
Humans Apart (CAPTCHA) created by Carnegie Mellon Uniyéigitit is designed as
the name suggestso test if a user or computer is entering data. CAPTCHA are used on
websites such as Yahoo and Google to stop computer programs from creating accounts
or posting spam messages automaticaip example of a CAPTCHA is showsguare9.
Computers find this very difficult to read becausaises misshaped letters; however
humans can still usually recognise the text. KOOBFACE dosslveeta CAPTCHA image
but forces infected usern® solve them. A message is displayed on the screen stating the
computer willshut downif the CAPTCHIA not solved. These CAPTCHA are sent by the
C&C server which gives the user three minutes to solve them; howetveloes not
actually shutdown the use€somputersbut does disrupt the users from doing any other
tasks[19, 48]
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