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A. CardSpace 
 
1. Download the following to the c:\inetpub\wwwroot folder: 
 
http://buchananweb.co.uk/wwwroot.zip 

Enable Web Server 
2. Initially we must enable the Web server on the machine. Once this is complete 

you should be able to access the local Web server with: 
 
Control Panel -> Administrator Tools ->  Computer Management ->  
 
 After this you should be able to test it locally from the browser with: 
 
http://localhost 
 

Are you able to access the Web server? Yes/No 
 

 
Figure 1:  

 

Install Digital Certification for a Secure Connecti on 
3. To enable CardSpace we need to install a digital certificate on the Web Server. 

To do this create a self-signed certificate by running: 
 
Start->Microsoft Visual Studio 2008 -> Visual Studio Tools -> Visual Studio 2008 
Command Prompt 
 
Next create a certificate with (use you own name – replace Bill with your own name): 
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Next determine the private key for the associated digital certificate: 
 
�������'�(�)))�����
����'��*�����+� ����'��*�����+�����'��*�����+�����'��*�����+��,�
�#
%���
	��&���
�,�
�#
%���
	��&���
�,�
�#
%���
	��&���
�,�
�#
%���
	��&���
� ����
�� !"�

�
�� !"�

�
�� !"�

�
�� !"�

� ���






���*���
��+
��������+�


���������	-����������������+'���.�/����&���0�+�


���*���
��+
��
�
��	��


1��2332��((��34245�262���7�2�18�98��(�817��5���226� �((����8����616��2


 
���������	
��
������������
�����

������
������������ ��

������
�	+�





!!!!!!!!!!!!!!!!
�����������
6
!!!!!!!!!!!!!!!!


�����

 �	(���
�(��35��7�7�4��(2�2��8�4855766��


:������
� !.���
/����+


 ��"������
18;11;8��3
1��8�


 ��/�����
51;18;8�5�
85�4�


��(<����
� !����


 �������
�����������


����
=��&>�&�1?�
�5
��
��
2�
(�
1(
�7
�1
�5
4�
47
7 �
14
82
73
78
84
16
45
�5




0�+
���������
!
@������




A��B��
���������
��	��
7(���71(��46�8438��16�41�� �6����98��(�817��5���226��((�


���8����616��2




���*����
!
���������
������
��+'�����'&��
���*��� �


���*���
��+
��
 CD
�,'����(
�


���������
����
'�����


����A��
�
������
��		���
��	'
����
���������

+�


 
4. Next go to the home folder of the private key file (in this case 

c:\ProgramData\Microsoft\Crypto\RSA\MachineKeys). 
 
5. Find the private key file, and right click on it, and add rights for ASPNET and 

the NETWORK SERVICE (see Figure 1). 
 

 
Figure 2: Settings the rights for the private key 
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6. Next bind the certificate to HTTP by selecting the Default Web Site, and 
adding HTTPS (port 443), and binding the new certificate to it. 

 

 
Figure 3: Setting the certificate (with Vista) 

 
 

 
Figure 4: Adding the Binding 

 
7. Finally you should be able to make a secure connection to your local Web 

server, with https://localhost, such as: 

Install Digital Certification for a Secure Connecti on 
8. To enable CardSpace we need to install a digital certificate on the Web Server. 

To do this create a self-signed certificate by running: 
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Figure 5: HTTPS access 

 
As we have a self-signed certificate, the browser will not trust it (but it is okay to 
accept it). 

Login with CardSpace (Part 1) 
9. Next run Visual Studio 2008, and select Open Web site and navigate to 

c:\inetput\wwwroot. 
 
10. Next select sample1.htm, and add the following code: 
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11. Next select cardspace1_login.aspx.cs, and add the highlighed code: 
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12. Next load https://localhost, and select the first example (sample1.htm). Select 

your card (or create one), and login, such as: 
 

 
Figure 6: Cardspace selection 

 

 
Figure 7: Cardspace login 
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Login with CardSpace (Part 2) 
13. Next select sample2.htm, and add the following code:. 
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14. Next select cardspace2_login.aspx.cs, and add the highlighted code: 
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Next show that the Web site now displays the details from the card, such as: 
 

 
 
15. Finally, determine the IP address of a neighbouring machine, and access their 

machine with your card. 
 

Note 
If you want the final solution, download: 
 
http://buchananweb.co.uk/wwwrootfinal.zip 
 


