3  Wireless Emulator (Challenges)

3.1 Introduction

The following relates to the wireless emulator challenges.

3.2 Challenge 1 (BVI 1)

The following sets up the BVI 1 port:

> enable

# config t

(config)# int bvi 1

(config - if)# ip address 158.234.223.7 255.192.0.0
(con fig - if)# description cisco

(config - if)#inte0

(config - if)# no shut

(config - if)# description production depart
(config - if)# speed 10

(config - if)#intdO

(config - if)# no shut

Explanation
One of the most popular access points for creating infrastructure networks is the Cisco

Aironet 1200 device, which is an industry -standard wireless access point. It has two main
networking ports: radio port named DotllradioO ( DO) and an Ethernet one EO or FAO).
Each of these ports can programmed with an IP address, but a pecial port named BVI1 is
normally used to define the IP address for both ports. Figure 1 outlines this, and how the
port is programmed.

dotllradioO
(ord0) ..

- bvi 1 port is used
con | i to configure both ports
OOOOOO /" with the same address
e0 (or faO)*

# config t
(config )# int bvil

(config -if)j# ip address 192.168.0.1 255.255.255.0
(config -if)#  exit

Antenna
connector

Figure 1  Setting the IP address of the wireless access point
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3.3 Challenge 2 (EO)

The following sets up the EO port:

> enable

# config t

(config)# int bvi 1

(config - if)# ip address 158.234.223.7 255.192.0.0
(config - if)# description cisco

(config - if}#inte0

(config - if)# no shut

(config - if)# description production depart
(config - if)# speed 10

(config - if)# speed full

(config -ifyj¥ cpdenable

34 Challenge 3 (DO)

The following sets up the DO port:

>en
# config t

(config)# int bvil

(config - if)# ip address 202.86.171.1 255. 255.255.254
(config - if)#int dO

(config - if)# no shut

(config - if)# exit

(config)# hostname oslo

oslo (config)# ip default - gateway
A.B.C.D IP address of default gateway ?
oslo (config)# ip default - gateway 136.182.33.11

oslo (config)#

Explanation

Another important configuration is the default -gateway which is used in order to redirect
any data packets which are not destined for the local network. For this the wireless access
point will send these data packets which have an unknown destination to the defau It
gateway, which will, hopefully, find a destination for them, or at least know of another
router which might be able to help on routing the packets. In most cases the default-
gateway is defined as the IP address of the router port which connects to the Bhernet
connection of the wireless access point. An example configuration is:

# config t

(config)# ip?

(config)# ip default - gateway ?

(config)# ip default - gateway 192.168.1.254
(config)# exit

3.5 Challenge 4 (SSID and radio channel)

The following sets up the SSID and the radio channel:

>en

# config t

(config)# int dO

(config - if)# ssid minnesota
(config - if - ssid)# exit
(config - if)#intdO
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(config - if)# channel ?

<1-2472> Oneof: 1234567891011 12 132412 2417 2422 2427
2432 2437 2442 2447 2452 2457 2462 2467 2472

least - congested Scan for best frequency

(config - if)# channel 1

(config - if)# exit

(config)# ip default - gateway 205.98.14.11

(config)# ip domain - name moray.ll

(config)# hostname northdakota

Example IOS Version 12 .3

>en

# config t

(config)# dot11 ssid minnesota

(config - ssid)# exit

(config)# int dO

(config - if)# ssid minnesota

(config - if)#intdO

(config - if)# channel ?
<1-2472> Oneof: 1234567891011 1213 2412 2417 2422 2427

2432 2437 2442 2447 2452 2457 2462 2467 2472

least - congested Scan for best frequency

(config - if)# channel 1

(config - if)# exit

(config)# ip default - gateway 205.98.14.11

(config)# ip domain - name moray.ll

(config)# hostname northdakota

Note that the setting of SSID is now done in the global configuration mode, and the SSID is
then associated with the DO port.

Explanation

The radio SSID (Service Set ID) uniquely identifies a wireless network within a limited
physical domain. It is setup within the access point with:

# config t

(config)# int dot11radioO

(config - if)# ssid fred

(config - if - ssid)# guest - mode

which sets up an SSID of fred, and allows guest-mode. Along with the SSID it is also
possible to define a beacon time where a beacon signal is sent out aa given time interval,
such as:

# config t
(config)# int dot11radioO
(config -if)j# beacon?
dtim - period dtim period
period beacon period
(config -if)# beacon period ?
<20- 4000> Kusec (or msec)
(config -ifyj#¥ beacon period 1000

which defines the beacon period of 100ms (1 seconds).

The channel setting is an important one, as it defines the basic identification of the
communications channel. In Europe there are 14 channels available which limits the number
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of simultaneous connections, where eachchannel is numbered from 1 to 14, each of which
has their own transmission/reception frequency, as illustrated in Figure 1. Careful planning
of these channels is important, especially in creating wireless domains which are
overlapping as this allows users to roam around the physical space. The example in Figure 1
shows that it is possible to achieve good coverage, without overlapping domains with the
same frequency, with just three channels.

channel 16 2412
channel 26 2417
channel 36 2422
channel 46 2427
channel 56 2432
channel 68 2437
channel 76 2442
channel 86 2447
channel 98 2452
channel 108 2457
channel 118 2462
channel 128 2467
channel 136 2472
channel 146 2484

Figure 1 Channels in an area

The definition of the channel is defined within the DO interface:

(config)# int dotl1lradioO
(config - if)# channel ?
<1-2472> Oneof: 1234567891011 12 13 2412 2417 2422 2427
2432 2437 2442 2447 2452 2457 2462 2467 2472
least - congested Scan for bes t frequency
(config - if)# channel 7
(config - if)# no shutdown

3.6 Challenge 5

The following sets up radio port settings:

>en

# config t

(config)# enable ?
last - resort Define enable action if no TACACS servers respond
password  Assign the privileged le vel password

secret Assign the privileged level secret
use - tacacs Use TACACS to check enable passwords
(config)# enable password hotel
(config)# enable secret hotel
(config)# username lynn password foxtrot
(config)# ip http server

Explanation

A wireless access point is typically accessible through the TELNET and/or HTTP proposal.
The HTTP service is important as it allows remote access through a Web browser, and can
be authenticated locally with:
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# config t

(config) # username ?

(config) # u sername fred password bert
(config) #ip http ?

(config) # ip http server

(config) # ip http authentication local

(config) # exit

This type of authentication is not the most secure but it offers a simple way to block access
to the access point. Thus, whenthe user tries to access to the wireless access point they will
not be allowed to connect, unless the have the correct username and password, such as
shown in Figure 1. If the user has the correct username and password, the Web page will

show the device settings (left-hand side of

Figure 2), otherwise there will be an

authentication failure (right -hand side of Figure 2).

Connect to 192.168.1.110

@,
R
level 1 access
User name: |ﬂ fred M
Password: T
[ ]Remember my password
[ Ok ] [ Cancel ]

Figure 1 Local authentication

[ Ciscn 05 Series AP~ Home - WicrosaltInteveat Explaree

SET]

R

Qua P e @ © 3- % B-LUDH S
5

Googe » v] IC seah - | @~ g Toeet Bratobboad ¥ Check - % Autolnk - Fdopons # -

Lisca drveus

(102 1581200

® et

& Authorization Required - Microsoft Internet Explorer N=X]
: Bl Edt Vew Faverites Toos Help o
A @eack - @ (%] (2] @b | O search Tl Favorites @ Media €2 (-
=||¢ acdress (&Y tp:/y192.188.1.110/ B ERE
i Google - [v] [G] search - @rem » ¢ &~

Authorization Required

Browser not apable or ion failed

1) pone

& Internet

Figure 2 Web access success and failure

Often a new HTTP port is
to change the port:

# config t
(config) # ip http port 8080
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Now we cannot access the Web page with the standard port (80), and we must change the
address with a colon to define the port, such as shown in Figure 3.

@ Cisco 105 Series AP - Home - Microsoft Internet Explorer g@
. File Edit Wew Favorites Tools Help ﬁ'

»

: ) /'/:j Search {‘\'{‘ Favorites e‘ Media @ [?{ - :ﬁ
- fetdress | http://192.168.1.110:808( B e
Goo ]Evl [vl |C| Search = @New! » @ o

~

Close Window l
Cisco SysTems

Cisco 1200 Access Point

Hostname ap

Home: Summary Status

_
Clients: 0 ‘ Repeaters: 0
Network Identity M
< I | [i]
f_'Dcne 0 Internet
Figure 3 Change of HTTP port
3.7 Challenge 6
The following sets up radio port settings:
> enable
# config t
(config)# int bvil
(config - if)# ip address 208.1.7.8 255.255.255.224
(config - if)#intdO
(config - if)# beacon ?
dtim - period dtim period
period beacon period
(config - if)# beacon period ?
<20- 4000> Kusec (or msec)
(config - if)# beacon period 2000
(config - if)# power ?
client Client radio transmitter power level
local Local radio transmitter power level
(config - if)# power local ?
<1-50> Oneof :15203050
maximum Set local power to allowed maximum
(config - if)# power local 5
(config - if)# power client ?
<1-50> Oneof: 1520 3050
maximum Set client power to allowed maximum
(config - if)# power client 5
(config - if)y#?
Interface config uration commands:
access - expression Build a bridge boolean access expression
antenna dot11 radio antenna setting
arp Set arp type (arpa, probe, snap) or timeout
bandwidth Set bandwidth informa tional parameter
beacon dot11 radio beacon
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bridge - group Transparent bridging interface parameters

broadcast - key Configure broadcast key rotation period

carrier - delay Specify delay for interface transi tions

cdp CDP interface subcommands

channel Set the radio frequency

countermeasure countermeasure

custom - queue - list Assign a custom queue list to an interface

dampening Enable event dampening

default Set a command to its defaults

delay Specify interface throughput delay

description Interface specific description

dotl1 IEEE 802.11 config interface commands

dotlx IEEE 802.1X subsystem

encryption Configure dot11 encryption parameters

exit Exit from interface configuration mode

fair - queue Enable Fair Queuing on an Interface

fragment - threshold IEEE 802.11 packet fragment threshold

help Description of the interactive help system

hold - queue Set hold queue depth

infrastructure - client Reserve a dotl1 virtual interface for a WGB client

ip Interface Internet Protocol config commands

keepalive Enable keepalive

12 - filter Set Layer2 ACL for packet received by upper layer
protocols

load - interval Specify interval for load ca Iculation for an
interface

logging Configure logging for interface

loopback Configure internal loopback on an interface

mac- address Manually set interface MAC address

max- reserved - bandwidth Maximum Reservable Bandwidth on an Interface

mtu Set the interface Maximum Transmission Unit (MTU)

no Negate a command or set its defaults

ntp Configure NTP

packet max packet retries

parent Specify parents with which to associate

payload - encapsulation |IEEE 802.11 packet encapsulation

power Set radio transmitter power levels

preamble - short Use 802.11 short ra dio preamble

priority - group Assign a priority group to an interface

random - detect Enable Weighted Random Early Detection (WRED) on an
Interface

rts dotll Request To Send

service - polic y Configure QoS Service Policy

shutdown Shutdown the selected interface

snmp Modify SNMP interface parameters

speed Set allowed radio bit rates

ssid Configure radio ser vice set parameters

station - role role of the radio

timeout Define timeout values for this interface

traffic - class Radio traffic class parameters

transmit - interface  Assign a transmit interface to a receive - only
interface

tx -ring - limit Configure PA level transmit ring limit

world - mode Dot11 radio world mode

(config - if)# world - mode ?
<Ccr>
(config - if)# world - mode

(config - if)# no shut

(config - if)# speed ?
1.0 Allow 1 Mb/s rate
11.0 Allow 11 Mb/s rate
2.0 Allow 2 Mb/s rate
55 Allow 5.5 Mb/s rate
basic -1.0 Require 1 Mb/s rate
basic -11.0 Require 11 Mb/s rate
basic -2.0 Require 2 Mb/s rate
basic -5.5 Require 5.5 Mb/s rate
range Set rates for best range
throughput Set rates for best throughput
<Cr>
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(config - if)# speed 1.0

(config -ify#  ssid fred

(config - if -ssid}# max -assoc?
<1- 255> association limit

(config - if -ssid}# max -assoc9

Example IOS Ver sion 12.3

> enable

# config t

(config)# dotl1 ssid fred
(config - ssid)# max - assoc 9

(config - ssid)# exit

(config)# int bvil

(config - if)# ip address 208.1.7.8 255.255.255.224

(config - if)#intdO

(config - if)# beacon period 2000
(config - if)# power local 5

(co nfig - if)# power client 5
(config - if)# world - mode
(config - if)# no shut

(config - if)# speed 1.0

(config -if)#  ssidfred

3.8 Challenge 7

The following sets up radio port settings:

> enable
# config t
(config)# int bvil
(config - if)# ip address 208.1.7.8 255.255.25
(config)# int dO
(config - if)# station ?
repeater Repeater access point
root  Root access point
(config - if)# station root
(config - if)# antenna ?
receive receive antenna setting
transmit transmit antenna setting
(config - if)# antenna rec eive ?
diversity antenna diversity
left antenna left
right  antenna right
(config - if)# antenna receive diversity
(config - if)# antenna transmit left
(config - if)# ssid michigan
(config - if - ssid)# guest - mode

Example IOS Version 12.3

> enable

# config t

(config)# dot11 ssid michigan
(config -ssid)# guest - mode
(config - ssid)# exit

(config)# int bvil

(config - if)# ip address 208.1.7.8 255.255.255.224

(config)# int dO
(config - if)# station ?
repeater Repeater access point
root  Root access point
(config - if)# station root
(config - if)}# antenna ?
receive receive antenna setting
transmit transmit antenna setting
(config - if)# antenna receive ?
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diversity antenna diversity

left antenna left

right  antenna right
(config -ify# antenna receive diversity
(config - if)y# antenna transmit left
(config - if)# ssid michigan
A major factor in wireless LANs is the multipath problem where waves can take di ffering
paths to get to a destination. These multipaths can cause fading and distortion of the radio
wave form. If different waves arrive at a receiver with different time d elays they can distort
the received signal. One of the way to overcome this problem is to use diversity which uses
more than one antenna. It is likely that one of the antennas will experience less multipath
problems than the other antennas. It is thus important that diversity antennas are physically
separated from each other, and, so as to reduce the problem of null points, they can be
moved around the physical space. The antenna can be set for both the transmit and receive

options. These can be:

1 Diversity . With this the WAP uses the antenna in which the best signal is being
received.

1 Right. This where the antenna is on the right of the WAP, and is highly dire ctional.

9 Left. This where the antenna is on the left of the WAP, and is highly directional.

3.9 Challenge 8

The following sets up radio port settings:

> enable
# config t
(config)# int bvil
(config - if)# ip address 208.1.7.8 255.255.255.224
(config)# int dO
(config -if)#  ssid oklahoma
(config - if)#rts ?
retries RTS max retries
threshold RTS threshold
(config - if)# rts threshold ?
<0- 2347> threshold in bytes
(config - if)# rts threshold 19
(config - if)# rts retries 24
(config - if)# ssid oklahoma
(config -if -ssidy# max - assoc 24
(config - if - ssid)# exit
(config - if)# fragment ?
<256 - 2346>
(config - if)# fragment 1091
(config - if)# channel 4

3.10 Challenge 9

The following sets up radio port settings:

> enable
# config t
(config)# int bvil
(config - if)# ip address 208.1.7.8 255.255. 255.224
(config)# int dO
(config - if)# packet ?
retries retries
(config - if)# packet retries ?
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<1- 128> max packet retries before giving up
(config - if)# packet retries 7
(config - if)# premable - short
(config - if)# ssid oklahoma
(config -if -ssid# max -assoc 24
(config - if - ssid)# exit
(config - if)# fragment ?
<256 - 2346>
(config - if)# fragment 1091
(config - if)# channel 4

3.11 Challenge 10 (DHCP server)

The following sets up the DHCP server:

>en

# config t

(config)# ip dhcpd pool wyoming

(config - dhcp)# network 249.1 89.108.0 255.255.255.254
(config - dhcp)# dns - server 249.189.108.58

(config - dhcp)# netbios - name- server 249.189.108.61
(config - dhcp)# lease 3

(config - dhcp)# default - router 249.189.108.87

(config - dhcp)# exit

(config)# ip dhcp ?

conflict DHC P address conflict parameters
database Configure DHCP database agents
excluded - address Prevent DHCP from assigning certain addresses
limited - broadcast - address Use all 1's broadcast address
ping Spe cify ping parameters used by DHCP
pool Configure DHCP address pools
relay DHCP relay agent parameters
smart - relay Enable Smart Relay feature

(config)#ip dhcp excluded - address 249.189.108.26

(c onfig)# ip dhcp ping ?
packets Specify number of ping packets
timeout Specify ping timeout

(config)# ip dhcp ping timeout 350

3.12 Challenge 11 (IP Hosts)

The following sets up an IP hosts table:

>en

# config t

(config)# ip default - gateway 36.125.171.9
(config)# hostname montana

montana (config)# ip host tennessee 211.99.108.9
montana (config)# ip host kirkcaldy 154.242.2.8

montana (config)# ip host edinburgh  64.2.249.2

3.13 Challenge 12 (CDP)

The following sets up CDP:

# config t

(config)# cdp ?
advertise -v2  CDP sends version - 2 advertisements
holdtime Specify the holdtime (in sec) to be sent in packets
source - interface Insert the interface's IP in all CDP packets
timer Specify the rate at which CDP packets are sent (in sec)
run

(config)# cdp run
(config)# cdp holdtime ?
<10- 255> Length of time (in sec) that receiver must keep this packet
(config)# cdp holdtime 66
(config)# cdp timer ?
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<5- 254> Rate at which CDP packets are sent (in sec)
(config)# cdp timer 94
(conf ig)#inte0
(config - if)# cdp enable

3.14 Challenge 13 (HTTP)

The following sets up HTTP settings:

>en
# config t
(config)# ip http server
(config)# ip http port ?
<0- 65535> HTTP port
(config)# ip http port 1024
(config)# ip http ?
access - class Restric t access by access - class
authentication Set http authentication method
help - path HTTP help root URL

path Set base path for HTML
port HTTP port
server Enable HTTP server

(config)# ip http authentication ?
enable Use enable passwords
local Use local username and passwords
tacacs Use tacacs to authorize user
(config)# ip http authentication local
(config)# ip http help - path ?
WORD root URL for help pages

(config)# ip http help - path file:///c: \ wireles s\ help

(config)# ip http access - class 10
(config)# banner motd gorgie home
(config)# banner login welcome

(config)# banner exec admin device

3.15 Challenge 14 (CON and VTY)

The following sets up CON and VTY settings:

>en

# config t

(config)# line con O

(confi  g- line)# password lothian

(config - line)# timeout ?
login Timeouts related to the login sequence
(config - line)# timeout login ?
response Timeout for any user input during login sequences
(config - line)# timeout login response ?
<0- 300> Timeout in seconds
(config - line)# timeout login response 19
(config - line)# exec - timeout ?
<0- 35791> Timeout in minutes
(config - line)# exec  -timeout 11

(config - line)# log
synchronous Synchronized message output
(config - line)# log synchronous
(config - line)# lin evty08
(config - line)# login

(config - line)# password mississippi
(config - line)# timeout login response 12
(config - line)# exec  -timeout 10

3.16 Challenge 15 (Loopback)

The following sets up the loopback port:

>en
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# config t
(config)# int e0
(config -ify#ipad dress 80.24.45.1 255.255.252.0
(config - if)# no shutdown
(config - if)# exit
(config)# int loopback ?
<0-2147483647> Loopback interface number
(config)# int loopback 45
(config - if)# ip address 195.253.209.21 255.255.128.0

3.17 Challenge 16 (Logging)

The followi ng sets up logging:

> enable

# config t

(config)# logging on

(config)# logging 212.72.52.7

(config)# logging buffer 440240

(config)# logging host 138.24.170.8

(config)# logging trap emergency

(config)# logging monitor emergency

(config)# logging console e mergency
(co nfig)# logging buffer emergency

3.18 Challenge 17 (Services)

The following sets up services:

>en
# config t
(config)# service ?
compress - config Compress the configuration file

config TFTP load config files

dhcp Enable DHCP server and relay agent

disable -ip -fast -frag Disable IP particle - based fast fragmentation

exec - callback Enable exec callback

exec - wait Delay EXEC startup on noisy lines

finger Allow resp onses to finger requests

hide -telnet - addresses Hide destination addresses in telnet command

linenumber enable line number banner for each exec

nagle Enable Nagle's congestion control algorithm

old - slip - prompts Al low old scripts to operate with slip/ppp

pad Enable PAD commands

password - encryption Encrypt system passwords

prompt Enable mode specific prompt

pt - vty -logging Log significant VTY - Async events

sequenc e- numbers Stamp logger messages with a sequence number

slave - log Enable log capability of slave IPs

tcp - keepalives -in  Generate keepalives on idle incoming network
connections

tcp - keepalives -out Gen erate keepalives on idle outgoing network
connections

tcp - small -servers  Enable small TCP servers (e.g., ECHO)
telnet - zeroidle Set TCP window 0 when connection is idle
timestamps Timestamp debug/log mes sages
udp- small -servers Enable small UDP servers (e.g., ECHO)
(config)# service timestamps ?
debug Timestamp debug messages
log Timestamp log messages
<Cr>
(config)# service timestamps log ?
datetime Timestamp with date and time
uptim e Timestamp with system uptime
<Cr>
(config)# service timestamps log datetime
(config)# sequence - numbers
compress - config Compress the configuration file
config TFTP load config files
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dhcp Enable DHCP ser ver and relay agent

disable -ip -fast -frag Disable IP particle - based fast fragmentation

exec - callback Enable exec callback

exec - wait Delay EXEC startup on noisy lines

finger Allow responses to finger requests

hide -telnet - addresses Hide destination addresses in telnet command

linenumber enable line number banner for each exec

nagle Enable Nagle's congestion control algorithm

old - slip - prompts Allow old scripts to operate with slip/ppp

pad Enable PAD commands

password - encryption Encrypt system passwords

prompt Enable mode specific prompt

pt - vty -logging Log significant VTY - Async events

sequence - numbers Stamp logg er messages with a sequence number

slave -log Enable log capability of slave IPs

tcp - keepalives -in  Generate keepalives on idle incoming network
connections

tcp - keepalives -out Generate keepalives on idle o utgoing network
connections

tcp - small - servers  Enable small TCP servers (e.g., ECHO)
telnet - zeroidle Set TCP window O when connection is idle

timestamps Timestamp debug/log messages
udp- small - servers Enable small UDP servers (e.g., ECHO)
(config)# service sequence - numbers

(config)# service dhcp
(config)# service finger

(config)# no service tcp -small - servers
(config)# no service udp -small - servers
(confi  g)# service password - encryption

3.19 Challenge 18 (SNMP)

The following sets up SNMP:

>en
# config t
(config)# snmp - server ?
chassis -id String to uniquely identify this chassis
community Enable SNMP; set community string and access privs
contact Text for mib object sysConta ct
enable Enable SNMP Traps or Informs
enginelD Configure a local or remote SNMPv3 enginelD
group Define a User Security Model group
host Specify hosts to receive SNMP noatifications
ifindex E nable ifindex persistence
inform Configure SNMP Informs options
location Text for mib object sysLocation
manager Modify SNMP manager parameters
packetsize Largest SNMP packet size
queue - length  Message que ue length for each TRAP host

system - shutdown Enable use of the SNMP reload command

tftp - server -list Limit TFTP servers used via SNMP

trap SNMP trap options

trap - source Assign an interface for the source address of all traps
trap -timeout Settimeout for TRAP message retransmissions

user Define a user who can access the SNMP engine
view Define an SNMPv2 MIB view

(config)# snmp - server community popup

(config)# snmp - server contact june

(config)# snmp- server location glasgow

(config)# snmp - server ?
chassis -id String to uniquely identify this chassis
community Enable SNMP; set community string and access privs
contact Text for mib object sysContact
enable Enable SNMP Traps or Informs
enginelD Configure a local or remote SNMPv3 enginelD
group Define a User Security Model group
host Specify hosts to receive SNMP notifications

Prof W.Buchanan

13



ifindex Enable ifindex persist ence

inform Configure SNMP Informs options

location Text for mib object sysLocation

manager Modify SNMP manager parameters

packetsize Largest SNMP packet size

qgueue - length  Message queue length for each TR AP host

system - shutdown Enable use of the SNMP reload command
titp - server -list Limit TFTP servers used via SNMP
trap SNMP trap options
trap - source Assign an interface for the source address of all traps
trap -timeout Set timeout for TRAP message retransmissions
user Define a user who can access the SNMP engine
view Define an SNMPv2 MIB view
(config)# snmp - server enable ?
informs Enable SNMP Informs
traps Enable SNMP Traps
(config)# sn mp- server enable traps
(config)# snmp - server chassis - id brighton

3.20 Challenge 19 (Hot standby)

The following sets up hot standby:

>en
# config t
(config)# int bvil
(config - if)# ip address 202.86.171.1 255.255.255.254
(config - if)#intdO
(config - if)# no shut
(config - if)#inte0
(config - if)# no shut
(config - if)# exit
(config)# iapp ?

standby Configure AP standby mode parameters
(config)# iapp standby ?

mac- address MAC address of the primary AP

poll - frequency Standby polling frequency

timeout Standby polling timeout
(config)# iapp standby mac - address 00e0.9143.5615
(config)# iapp standby timeout

<5- 600> Standby polling timeout in seconds
(config)# iapp standby timeout 234

(config)# iapp standby poll - frequency  ?
<1- 30> Standby polling frequency in seconds
(config)# iapp standby poll - frequency 11

3.21 Challenge 20 (Repeater)

The following sets up a repeater:

>en
# config t
(config)# int bvil
(config - if)# ip address 160.51.42.9 255.255.128.0
(config - if)#intdO
(config - if)# no shut
(config - if)# ssid mississippi
(config - if - ssid)# exit
(config - if)# station ?
repeater Repeater access point
root  Root access point
(config - if)# station repeater
(config - if)# parent ?
<1-4> Parent number
timeout Time in seconds to look for parent

(config - if)# parent 1 ?
H.H.H Parent MAC addr

(config - if)# parent 1 00e0.4e3d.c533 ?
<Cr>
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(config - if)# parent 1 00e0.4e3d.c533
(config - if)# ssid mississippi
(config - if - ssid)# infrastructure - ssid

3.22 Challenge 21 (Standard ACL)

The following sets up an ACL.:

>en
# config t
(config)# access - list 3 permit ?
Hostname or A.B.C.D Address to match
any Any source host
host A single host address
(config)# access - list 3 permit host 199.237.96.4
(config)# access - list 3 deny hos t163.209.141.8
(config)# access - list 3 permit 48.13.112.0 ?
A.B.C.D Wildcard bits
log Log matches against this entry
<Ccr>
(config)# access - list 3 permit 48.13.112.0 0.15.255.255
(config)# access - list 3 deny 208.147.31.0 1.255.255.255
(config) #inteO
(config - if)# ip access - group 3

in inbound packets
out outbound packets
(config - if)# ip access - group 3in

3.23 Challenge 22 (Extended ACL)

The following sets up an extended ACL:

>en
# config t
(config)# access - list 106 ?

deny Specify pac kets to reject

dynamic Specify a DYNAMIC list of PERMITs or DENYs
permit Specify packets to forward
remark Access list entry comment

(config)# access - list 106 permit tcp host 202.33.249.1 host 162.97.253.5 eq
syslog

(config)# access - list 106 de ny tcp host 197.85.151.8 host 196.123.113.4 eq
syslog

(config)# access - list 106 permit tcp 123.183.27.0 255.255.255.0 110.233.17.0

255.255.255.0 eq syslog

(config)# access - list 106 deny tcp 24.81.208.0 255.255.255.0 127.46.93.0
255.255.255.0 eq syslog

(config)# int e0
(config - if)# ip access - group 106 in

3.24 Challenge 23 (Encryption and LEAP)

The following sets up encryption and LEAP:

>en
# config t
Enter configuration commands, one per line. End with CNTL/Z.
(config)# int bvil
(config - if)# ip address 1 43.224.21.9 255.240.0.0
(config - if)#intdO
(config - if)# encry ?
key Set one encryption key
mode encryption mode
vlan vlan
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(config - if)# encry key ?
<1- 4> key number 1 -4
(config - if)y# encry key 1
size Key size
(config - if)# encry key 1 size ?
128hit 128 - bit key
40bit 40 - bit key
(config - if)# encry key 1 size 128bit ?
0 Specifies an UNENCRYPTED key will follow
7 Specifies a HIDDEN key will follow
Hex- data 26 hexadecimal digits
(config - if)# encry key 1 size 128bit ff liiniiiinuitiiiig
(config - if)# encryp mode ?
ciphers Optional data ciphers
wep  Classic 802.11 privacy algorithm
(config - if)}# encryp mode ciphers
ckip Cisco Per packet key hashing
ckip - cmic Cisco Per packet key hashing and MIC (MMH)
cmic Cisco MIC (MMH)
tkip WPA Temporal Key encryption
wepl28 128 hit key
wep40 40 bit key
(config - if)# encryp mode ciphers ckip
(config - if)# ssid ohio
(config - if - ssid)# authentication ?
client LEAP client infor mation
key - management key management
network -eap leap method

open open method
shared shared method
(config - if - ssid)# authentication network -eap ?
WORD leap list name (1 -- 31 characters)
(config - if - ssid)# authentication network - eap newhampshire

3.25 Challenge 24 (AAA)

The following sets up AAA:

>en
# config t
(config)# aaa new - model
(config)# radius -server ?
attribute Customize selected radius attributes

authorization Authorization processing information
challenge -noecho Data echoing to screen is disabled during

Access - Challenge
configure - nas Attempt to upload static routes and IP pools at startup
deadtime Time to stop using a server that doesn't respond
directed -request Allow user to specify radius server to use with “@server'
domain - stripping  Strip the domain from the username

host Specify a RADIUS server
key encryption key shared with the radius servers
local Configure local RADIUS server
optional - passwords The first RADIUS request can be made without requesting a
password
retransmit Specify the number of retries to active server
timeout Time to wa it for a RADIUS server to reply
unique - ident Higher order bits of Acct - Session -1Id
vsa Vendor specific attribute configuration
(config)# radius - server local
(config - radsrv)# user ?
WORD Client username
(config - radsrv)# user gir affe  ?

nthash Set NT hash of clientpassword
password Set client password
(config - radsrv)# user giraffe password root
(config - radsrv)# nas ?
A.B.C.D IP address of the NAS
(config - radsrv)# nas 42.55.230.3 ?
key Set NAS shared secret
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(config - ra dsrv)# nas 42.55.230.3 key coconut
(config - radsrv)# exit
(config)# radius -server ?
attribute Customize selected radius attributes
authorization Authorization processing information

challenge -noecho Data echoing to screen is disable d during

Access - Challenge
configure - nas Attempt to upload static routes and IP pools at startup
deadtime Time to stop using a server that doesn't respond
directed -request Allow user to specify radius server t
domain - stripping  Strip the domain from the username

o use with “@server'

host Specify a RADIUS server
key encryption key shared with the radius servers
local Configure local RADIUS server
optional - passwords The first RADIUS request can be made without requesting a
password
retransmit Specify the number of retries to active server
timeout Time to wait for a RADIUS server to reply
unique - ident Hi gher order bits of Acct - Session -1Id
vsa Vendor specific attribute configuration
(config)# radius - server host ?
Hostname or A.B.C.D IP address of RADIUS server
(config)# radius - server host 42.55.230.3
acct - port UDP port for RADIUS accounting server (default is 1646)
alias 1 - 8 aliases for this server (max. 8)
auth - port  UDP port for RADIUS authentication server (default is 1645)
key per - server encryption key (overrides default)
non- standard Parse attrib utes that violate the RADIUS standard
retransmit  Specify the number of retries to active server (overrides
default)
timeout Time to wait for this RADIUS server to reply (overrides
default)
<Ccr>
(config)# radiu s- server host 42.55.230.3 auth 1812 acct 1813
3.26 Challenge 25 (Mobile IP)
The following sets up mobile IP:
>en
# config t
(config)# ip proxy - mobile ?
aap Authoritative AP
enable Enable WLAN Proxy Mobile IP
pause Disables Proxy Mobile IP without removing configuration
secure Security association
(config)# ip proxy - mobile enable
(config)# int bvil
(config -ifjg 2
Interface configuration commands:
access - expression Build a bridge boolean access expression
arp Set arp type (arpa, probe, snap) or timeout
bandwidth Set bandwidth informational parameter
bridge - group Transparent bridging interface parameters
carrier - delay Specify delay for interface transitions
cdp CDP interface subcommands
custom - queue - list Assign a custom queue list to an interface
dampening Enable event dampening
default Set a command to its defaults
delay Specify interface through put delay
description Interface specific description
duplex Configure duplex operation.
exit Exit from interface configuration mode
fair - queue Enable Fair Queuing on an Interface
full - duplex Configure full - duplex operational mode
half - duplex Configure half - duplex and related commands
help Description of the interactive help system
hold - queue Set hold queue depth
ip Interface Internet Protocol config commands
keepalive Enable keepalive
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12 - filter Set Layer2 ACL for packet received by upper layer
protocols

load - interval Specify interval fo r load calculation for an
interface

logging Configure logging for interface

-- More ------ press any key

loopback Configure internal loopback on an interface

mac- address Manually set interface MAC address

max- reserved - bandwidth Maximum Reservable Bandwidth on an Interface

mtu Set the interface Maximum Transmission Unit (MTU)

no Negate a command or set its defaults

ntp Configure NTP

priority - group Assign a priority group to an interface

random - detect Enable Weighted Random Early Detection (WRED) on an
Interface

service - policy Configure QoS Service Policy

shutdown Shutdown the selected interface

snmp Modify SNMP interface parameters

speed Configure speed operation.

timeout Define timeout values for this interface

transmit -interfac e  Assign a transmit interface to a receive - only
interface

tx -ring - limit Configure PA level transmit ring limit

(config -if)# ipproxy - mobile ?
<Ccr>

(config -if)# ipproxy - mobile
(config - if)#intdO
(config -if)#ip proxy - mobile
(config - if)#inte0
(config - if)# ip proxy - mobile

3.27 Challenge 27 (LBS)
The following sets up LBS:

>en

# config t

(config)# dot11 Ibs test

(config -ssid )# server address 10.0.0.1 port 1024
(config -ssid )# intdO

(config -ssid )# method rssi

Description

With LBS, access points monitor location packets sent by LBS positioning tags, and thus
allow assets to be tracked. On receiving a positioning packet, the access point determines
the received signal strength indication ( RSSI). It then creates a UDPpacket with the RSSI
value and the current time, which it then forwards to a location server. Next the location

server determines the position of the tag based on the information received.

3.28 Challenge 28 (AAA for Local Authentication)
The following sets up AAA:

>en
# config t
(config)# aaa new - model
(config)# aaa authentication login default local

(config)# aaa authorization exec local
(config)# aaa authorization network local.
(config)# username test password bert
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3.29 Challenge 29 (AAA)

The following sets up AAA:

>en
# config t
(config)# aaa new - model
(config)# radius -server ?
attribute Customize selected radius attributes

authorization Authorization processing information
challenge -noecho Data echoing to screen is disabled during
Access - Challenge
configure - nas Attempt to upload static routes and IP pools at startup

deadtime Time to stop using a server that doesn't respond
directed -request Allow user to specify radius server to use wit h “@server'
domain - stripping  Strip the domain from the username
host Specify a RADIUS server
key encryption key shared with the radius servers
local Configure local RADIUS server
optional - passwords The first RADIUS request can be made without requesting a
password
retransmit Specify the number of retries to active server
timeout Time to wait for a RADIUS server to reply
unique - ident Higher orde r bits of Acct - Session -1Id
vsa Vendor specific attribute configuration
(config)# radius - server local
(config - radsrv)# user ?
WORD Client username
(config - radsrv)# user giraffe ?

nthash Set NT hash of clientpassword
password Set client password
(config - radsrv)# user giraffe password root
(config - radsrv)# nas
A.B.C.D IP address of the NAS
(config - radsrv)# nas 42.55.230.3 ?
key Set NAS shared secret
(config - radsrv)# nas 42.55.230.3 key coconut
(config - radsrv)# exit
(config) #radius -server ?
attribute Customize selected radius attributes
authorization Authorization processing information
challenge -noecho Data echoing to screen is disabled during
Access - Challenge

configure - nas Attempt to upload static routes and IP pools at startup
deadtime Time to stop using a server that doesn't respond
directed -request Allow user to specify radius server to use with “@server'
domain - stripping  Strip the domain from the username
host Specify a RADIUS server
key encryption key shared with the radius servers
local Configure local RADIUS server
optional - passwords The first RADIUS request can be made without requesting
password
retransmit Specify the number of retries to active server
timeout Time to wait for a RADIUS server to reply
unique - ident Higher order bits of Acct - Session -1d
vsa Vendor s pecific attribute configuration
(config)# radius - server host ?
Hostname or A.B.C.D IP address of RADIUS server
(config)# radius - server host 42.55.230.3
acct - port UDP port for RADIUS accounting server (default is 1646)
alias 1 - 8 aliases for this server (max. 8)
auth - port  UDP port for RADIUS authentication server (default is 1645)
key per - server encryption key (overrides default)
non- standard Parse attributes that violate the RADIUS standard
retransmit  Specify the number of retries to active server (overrides
default)
timeout Time to wait for this RADIUS server to reply (overrides
default)
<cr>
(config)# radius - server host 42.55.230.3 auth 1812 acct 1813
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3.30 Challenge 30 (RADIUS accounting on an SSID)

This challenge involves the configuration of and RADIUS account on an SSID.

>en

# config t

(config)# aaa new - model

(config)# radius - server host 42.55.230.3 auth 1812 acct 1813

(config)# dotll ssid test
(config -ssid )# accounting test -acc

3.31 Challenge 31 (HTTPS)

>en

# config t

(config)# hostname test

(config)# ip defaulf - gatway 192.168.0.1

(config)# ip domain - name perth.cc
(config)# ip http ?
access - class Restrict http server access by access - class
authentication  Set http server authentication method
client Set http client parameters
help - path HTTP help root URL
max- connections ~ Set maximum number of concurrent http server connections
path Set base path for HTML
port Set http server port

secure - ciphersuite Set http secure server ciphersuite
secure -client -auth Set http secure server with client authentication

secure - port Set http secure server port number for listening

secure - server Enable HTTP secure server

secure - trustpoint Set http secure server certificate trustpoint

server Enable http server

timeout - policy  Set http server time - out policy parameters
(config)# ip http secure - server

(config)# ip http secur e- port ?
<0- 65535> Secure port number(above 1024 or default 443)

(config)# ip http secure - port 443

3.32 Challenge 32 (TACACS+)
>en

# config t

(config)# hostname test

(config)# aaa new - model

(config)# tacacs - server host 39.100.234.1
(config)# tacacs -serverk ey krinkle

(config)# aaa authentication login default group tacacs
(config)# aaa authentication ppp default group tacacs
(config)# aaa authorization network default group tacacs
(config)# aaa authorization exec default group tacacs

3.33 Challenge 33 (Security)

> enable

# config t

(config)# username fred password bert
(config)# username test nopassword
(config)# username fred privilege 15
(config)# username test privilege 1

(config)# username test user - maxlinks 2
(config)# access - list 9 permit host 192.168.0.1
(c onfig)#  username fred access - class 9
Explanation
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The privilege levels go from level 0 to level 15, such as:

1 Level 0. This only includes five commands: disable, enable, exit, help and logout.

1 Level 1. This is the non-priviledged mode with a prompt of wap>.
9 Level 15. This is the highest level of privilege, and has a prompt of wap#.

Typical 1 commands are:

access - enable Create a temporary Access - List entry
clear Reset functions
connect Open a terminal connection
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
help Description of the interactive help system
lock Lock the terminal
login Log in as a particular user
logout Exit from the EXEC
name- connection Name an existing network connection
ping Send echo messages
rcommand Run command on remote switch
resume Resume an active network connection
show Show running system information
systat Display information about terminal lines
telnet Open a telnet connection
terminal Set terminal line parameters
tra ceroute Trace route to destination
tunnel Open a tunnel connection
where List active connections

Thus:

(config)# username fred privilege 15
(config)# username test privilege 1

sets the maximum privilege level for fred at 15, while test will only be able to enter the non -

privileged mode. Also:

(config)# access - list 9 permit host 192.168.0.1
(config)# username fred access - class 9

restricts the access for fred to a single host (192.168.0.1), so that the user will not be able

log-in from any other host. The following:

(config)# username test user - maxlinks 2

restricts the number of connections for test to two.

3.34 Challenge 34 (Banners)

> enable

# config t

(config)# hostname amsterdam

amsterdam (config)# banner motd my device
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amsterdam (config)# banner login how are you
amsterdam (config)# banner exec main device
amsterdam (config)# ip http server

3.35 Challenge 34 (SNTP)

> enable

# config t

(config)# hostname amsterdam

amsterdam (config)# sntp server 192.168.1.100
amsterdam (config )# sntp broadcast client
amsterdam (config)# exit

amsterdam #  clock set 05:44

amsterdam #  show sntp

SNTP server Stratum Version Last Receive
192.168.1.100 16 1 never

Broadcast client mode is enabled.

3.36 Challenge 36 (MAC filter)

> enable
# config t
(config) # access -list 2
<1-99> IP standard access list
<100- 199> IP extended access list
<1100- 1199> Extended 48 - bit MAC address access list
<1300 - 1999> IP standard access list (expanded range)
<200- 299> Protocol type - code access list
<2000 - 2699> IP extended access list (expanded range)
<700- 799> 48 - bit MAC address access list
dynamic - extended Extend the dynamic ACL absolute timer
(config) # access - list 701 ?
deny Specify packets to reject
permit Specify packets to forward
(config) # access - list 701 deny ?
H.H.H 48 - bit hardware address
(config) # access - list 701 deny 1111.2222.3333 ?
H.H.H 48 - bit hardware address mask
<cr>
(config) # access - list 701 deny 1111.2222.3333 ffff. ffff ffff
(config) # access - list 701 deny 1112.2222.3333 ffff.ffff.ffff
(config) # access - list 701 deny 1113.2222.3333 ffff.ffff. ffff
(config) # access - list 701 permit 0.0.0 ffff.ffff.ffff
(config) # int dO
(config -if)#12 - filter brid ge- group - acl
(config - if) # bridge - group ?
<1- 255> Assign an interface to a Bridge Group.
(config - if) # bridge -group 1
(config - if) # bridge -groupl ?
<Cr>
circuit - group Associate serial interface with a circuit group
input - address - list Filter packets by source address
input -lat - service -deny Deny input LAT service advertisements matching a
group list
input -lat - service -permit Permitinput LAT service advertisements matching a
group list
input -lsap - list Filter incoming IEEE 802.3 encapsulated packets
input - type - list Filter incoming Ethernet packets by type code
lat - compression Enable LAT compression over serial or ATM
interfaces
output - address - list Filter packets by destination address
output -lat -service -deny Deny output LAT service advertisements matching a
group list
output -lat -service -permit Permitout put LAT service advertisements matching
a group list
output -lIsap - list Filter outgoing IEEE 802.3 encapsulated packets
output - type - list Filter outgoing Ethernet packets by type code
port - protected There will be no traffic between this interface

and other protected
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subscriber - loop - control Configure subscriber loop control
port interface in this bridge group

block - unknown - source block traffi ¢ which come from unknown source MAC
address
input - pattern - list Filter input with a pattern list
output - pattern - list Filter output with a pattern list
path - cost Set interface path cost
pr iority Set interface priority
source - learning learn source MAC address
spanning - disabled Disable spanning tree on a bridge group
unicast - flooding flood packets with unknown unicast destination MAC
addresses
(config - if) # bridge -group1l input -address -list 701
3.37 Challenge 37 (MAC filter)
> enable
# config t
(config) # access - list 701 deny 1111.2222.3333 ffff.ffff.ffff
(config) # access - list 701 deny 1112.2222.3333 ffff.ffff. ffff
(config) # access - list 701 deny 1113.2222.3333 ffff.ffff. ffff
(config) # access - list 701 permit 0.0.0 ffff.ffff.ffff
(config) # int dO
(config -if)#12 - filter bridge - group - acl
(config - if) # bridge -group 1
(config - if) # bridge -groupl output -address -list 701
3.38 Challenge 38 (MAC filter i extended)
> enable
# config t
(config) # access - list 1102 deny 1111.2222.3333 0.0.0 1112.2222.3333  0.0.0
(config) # access - list 1102 permit 0.0.0 ffff ffff.ffff 0.0.0 ffff.ffff ffff
(config) # int dO
(config -if) #12 - filter bri dge- group - acl
(config - if) # bridge -group 1
(config - if) # bridge -group1l output -pattern -list ?
<1100- 1199> Pattern access list number
(config - if) # bridge -group1l output -pattern - list 1102
3.39 Challenge 39 (MAC filter i extended)
> enable
# config t
(config) # access - list 1102 deny 1111.2222.3333 0.0.0 1112.2222.3333 0.0.0
(config) # access - list 1102 permit 0.0.0 ffff.ffff.ffff 0.0.0 ffff.ffff.ffff
(config) # int dO
(config -if) #12 - filter bridge - group - acl
(config - if) # bridge -group 1
(config - if) # bridge -grou pl input -pattern -list ?
<1100 - 1199> Pattern access list number
(config - if) # bridge -group1l input -pattern -list 1102
3.40 Challenge 40 (MAC filter)
> enable
# config t
(config) # access - list 701 permit 1111.2222.3333 ffff. ffff.ffff
(config) # access - list 701 permit 1112.2222.3333 ffff.ffff.ffff
(config) # access - list 701 permit 1113.2222.3333 ffff.ffff.ffff
(config) # access - list 701 deny 0.0.0 ffff.ffff.ffff
(config) # int dO
(config -if)#12 - filter bridge - group - acl
(config - if) # bridge -group 1
(config - if) # bridge - group 1 intput - address - list 701
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3.41 Challenge 41 (Cisco Extensions)

> enable

# config t

(config)# int bvi 1

(config - if)# ip address 158.234.223.7 255.192.0.0
(config - if)# exit

(config)# dot11 arp - cache

(config)# int dO

(config -ify# dotll extension airo net
Explanation

The Cisco Aironet extensions are:

9 Cisco Key Integrity Protocol (CKIP). This uses a permutation method to renuew the
WEP key. If TKIP is used, CKIP is not required.

9 Limiting power level. This allows the Aironet to control the power level of the clients,
once they associate.

1 Load balancing. This allows the access point to select the best access point in terms of
signal strength, load requirements, and so on.

1 Message Integrity Check (MIC). This enhances WEP security again a number of attzks.

Repeater mode. This allows the access to support repeater access points.

1 World mode. This allows for carrier information from the wireless device and adjust
their settings automatically.

=

3.42 Challenge 42 (Cisco Extensions)

> enable

# config t

(config)# int bvi 1

(config - if)# ip address 158.234.223.7 255.192.0.0
(config - if)# exit

(config)# no dotll arp -cache

(config)# int dO

(config -if)j¥ no dotll extension aironet

3.43 Challenge 43 (Beacon)

> enable
# config t
(config)# int bvil
(config - if)# ip address 208.1.7 .8 255.255.255.224
(config - if)# intdO
(config - if)# beacon ?

dtim - period dtim period

period beacon period
(config - if)# beacon period ?

<20- 4000> Kusec (or msec)
(config - if)y# beacon period 2000
(config - if)# beacon dtim 50

Explanation
The beacon period is defined as the amount of time between access point beacons in

Kilomicroseconds (1 * 4 U isB,024 millseconds). The default is 100* 4 U.IIf&he beacon
period is 1000, the time between beacons is approximately 1 second (1.024 seconds).
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The Data Beacon Rate defines how often theDTIM (delivery traffic indication message)
appears in a beaon, where the DTIM tells power -save client devices that a packet is waiting
for them. The default DTIM is 2. If the DTIM is set at 5, and the beacon period is 1000, a
packet with a DTIM will be sent every 5 seconds (approx).

3.44 Challenge 44 (RTS)

> enable

# config t

(config)# int bvil

(config - if)# ip address 208.1.7.8 255.255.255.224
(config - if)}#intdO

(config -ify# rts retries 100

(config -if)# rtsthreshold 1000

Explanation

The RTS threshold prevents the Hidden Nodeproblem, where two wireless nodes are wi thin
range of the same access point, but are not within range of each other as illustrated in
Figure 1. As they do not know that they both exist on the network, they may try to
communicate with the access point at the same time. When they do, their data rames may
collide when arriving simultaneously at the access point, which causes a loss of data frames
from the nodes. The RTS threshold tries to overcome this by enabling the handshaking
signals of Ready To Send (RTS) and Clear To Send (CTS). When a nodwishes to
communicate with the access point it sends a RTS signal to the access point. Once the access
point defines that it can then communicate, tit sends a CTSsignal. The node can then send
its data, as illustrated in Figure 2. RTS threshold determines the data frame size that is
required, in order for it send an RTS to the WAP. The default value is 4000.

# config t
(config)# int dotl1radioO
(config - if)#rts ?
retries RTS max retries
threshold RTS threshold

(config - if)# rts threshold ?
<0- 2347> threshold in bytes
(config - if)# rts threshold 2000

Prof W.Buchanan 25



These nodes cannot
hear each other.

hidden node problem
occurs when two nodes transmit
to an access point, but they are not
in communication range, thus their
signals can collide, and cause errors.

Figure 1 Hidden node problem

RTS (Ready To
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Send)
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Figure 2 RTS/CTS operation

RTS retries defines the number of times that an access point will transmit an RTS signal
before it stops sending the data frame. Valuesrange from 1 to 128.For example:

# config t
(config)# int dotl1radioO
(config - if)# rts retries ?

<1- 128> max retries
(config - if)# rts retries 10
(config - if)# end

3.45 Challenge 45 (Fragmentation)

> enable

# config t

(config)# int bvil

(config - if)# ip addre ss 208.1.7.8 255.255.255.224
(config - if)# int dO

(config -ify# fragment - threshold 1000
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Explanation

A wireless data frame can have up to 2312 data bytes in the data payload. This large amount
could hog the bandwidth too much, and not give an even share to all the nodes on the
network, as illustrated in Figure 1. Research has argued that creating smaller data frames,
often known as cells, is more efficient in using the available bandwidth, and also for
switching data frames. Thus wireless systems provides a fragment threshold, in which the
larger data frames are split into smaller parts, as illustrated in Figure 2. An example of the
configuration is:

# config t

(config)# int dotl1radioO

(config - if)# fragment - threshold ?
<256 - 2346>

(config - if)# fragment - thr eshold 700

Figure 1 Transmission of large data frames
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